2024 |EEE International Conference on Unmanned Systems (ICUS) | 979-8-3503-8418-5/24/$31.00 ©2024 IEEE | DOI: 10.1109/I1CUS61736.2024.10839893

UAV-Assisted Legitimate Wireless Surveillance:
Performance Analysis and Optimization

1** Dongxuan He
School of Information and Electronics
Beijing Institute of Technology
Beijing, China
dongxuan_he @bit.edu.cn

Abstract—In this work, we consider a wireless legitimate
surveillance system, where a multi-antenna legitimate monitor
unmanned aerial vehicle (UAV) aims to eavesdrop a suspicious
communication link with the help of a jammer UAV. In par-
ticular, the flying height of monitor UAV and jammer UAV
can be adjusted to obtain a better monitoring performance. To
analyze the monitoring performance, the closed-form expressions
of the maximum suspicious communication and eavesdropping
non-outage probability are derived, which help us analyze the
monitoring performance in terms of average eavesdropping rate.
Moreover, based on the derived expressions, the flying height of
UAVs is selected to optimize the monitoring performance. The
simulation results verify the effectiveness of our derived closed-
form expressions and our considered UAV-assisted legitimate
wireless surveillance..

Index Terms—Wireless legitimate surveillance, eavesdropping
non-outage probability, Rician fading, UAV

I. INTRODUCTION

Due to the broadcasting nature of wireless medium, security
has been an important issue in wireless communications. In
particular, the user-controllable wireless infrastructures may
be embezzled by malicious users such as criminals and ter-
rorists to carry illegal information, which has posed a severe
threat to the national and social security [1]. To address this
issue, proactive eavesdropping, where the legitimate monitors
act as the eavesdroppers, has been proposed to monitor the
suspicious communication, thus realizing reliable wireless
communication [2], [3].

Aiming at monitoring secretively without exposure, it is
reasonable to deploy legitimate monitors far away from the
suspicious transmitter [4]. As a result, the received signal
of the legitimate eavesdropping channel will be a degraded
counterpart compared to the suspicious receiver, thus limiting
the monitoring performance of the listening-only surveillance.

To tackle this problem, proactive eavesdropping relying on
jamming has been regarded as an efficient methodology to
guarantee monitoring performance [4]-[8]. For instance, Xu
et al. [5] conceived the jamming-assisted proactive eavesdrop-
ping paradigm, where a dual antenna monitor operating in a
full-duplex manner transmits the jamming signal to enhance
the eavesdropping efficiency. As a further development, Zhong
et al. [4] and Feizi et al. [6] proposed jamming-assisted
proactive eavesdropping scheme for multi-antenna legitimate
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monitors, where transmit and receive beamformers are jointly
optimized at the legitimate monitor to improve the monitoring
performance. Moon et al. [7] have shown the superiority of
cooperative jamming based monitoring in relay-assisted proac-
tive eavesdropping systems. Moreover, Sun et al. [8] developed
an alternate-jamming-aided surveillance scheme, where two
single-antenna nodes operate at eavesdropping and jamming
mode alternately to optimize the monitoring performance.
However, in these works, the channel state information (CSI)
between the monitor and the suspicious receiver is assumed
to be known, which is unavailable in reality.

In contrast, relying on unmanned aerial vehicle (UAV), the
legitimate monitor can be deployed flexibly, thus guaranteeing
the effectiveness of wireless surveillance [9]. Moreover, since
the flying UAV can obtain monitoring link with line-of-sight
(LoS) more easily when compared to the terrestrial monitor,
the monitoring performance could be improved significantly
with the help of UAVs.

Against this background, exploiting the potential of the
UAV as a legitimate monitor, UAV-assisted wireless surveil-
lance is investigated in this paper. More specifically, we
first consider the system model of UAV-assisted legitimate
wireless surveillance, and the closed-form expression of the
monitoring performance is derived. Then, based on the derived
expressions, the flying height is optimized to have a better
monitoring performance. The simulation results verify the
accuracy of our derived results and the effectiveness of our
considered scheme.

II. SYSTEM MODEL

We consider a legitimate surveillance system including a
suspicious terrestrial transmission pair (Alice and Bob), a le-
gitimate monitor UAV (Eve) and a jammer UAV (Jam), where
Alice transmits to Bob under a delay-limited transmission
mode' and E aims to monitor the suspicious transmission
from Alice to Bob with the help of Jam. In addition, Eve and
Jam are equipped with uniform linear arrays (ULAs) with N,
and IN; antenna elements respectively, while Alice and Bob
are all equipped with a single antenna. A three-dimensional

'Due to the equal importance of information in different transmission
blocks, Alice adaptively adjusts its transmission rate to guarantee a predefined
outage probability under the delay-limited transmission mode [9], [10].
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Fig. 1.

System model.

Cartesian coordinate is utilized to depict the locations of
the nodes, where the locations of of Alice, Bob, Eve and
Jam are denoted by (Z4,¥a,0), (b, Ys,0), (Te,ye, Ac) and
(x,v;5,Aj), respectively. To simplify the design in the sequel,
we assume that the monitoring UAV and jammer UAV fly
at the same height, ie., A. = A; = A,. Furthermore, the
channel coefficients of the Alice-Bob link, Alice-F link, J-
Bob link and J-F link between are denoted as hyp, hg, hy
and Hj, respectively.

A. Channel Model

Since both Alice and Bob are terrestrial nodes, the suspi-
cious between Alice and Bob is subject to independent and
identically distributed (i.i.d.) Rayleigh fading. As a result,
|hap|? can be modeled as independent exponentially distribut-
ed random variables with parameter A, i.e., |hap|? ~ Exp(Aap)-

Due to the random distribution of obstacles between ter-
restrial nodes and UAVs, the LoS of hg and h; exists with
a given probability, which is determined by the environment,
locations of terrestrial devices and the UAV as well as the
evaluation angle [11]. As a result, probabilistic LoS channel
model is utilized to model the UAV-to-ground channels, i.e.,
hg and h;. Specifically, the LoS probability of channel can
be expressed as [12]

1
pPL — , 1
Y 1+ pexp (=B (0 — ) )

where ¢ € {E, J}, ¢ and 3 are constant values determined by
the environment, and 6; is the elevation angle, given by

0; = 180 arcsin <Au> , 2)

m dz

where d; denotes the distance, given by

di = \/Ax? + Ay? + A2, (3)

with Azg = 2. — 24, AYE = Ye — Yo, A2y = ; — z and
Ayj = y; — . Accordingly, the Non-LoS (NLoS) probability
of link i can be calculated as PNt =1 — PL.

We consider that Jam-Bob link experience Rician fading
for LoS propagation conditions and Rayleigh fading for NLoS
propagation conditions. In particular, the channel h;;, for LoS
propagation condition can be expressed as

Ki o 1 r

where K; denotes the Rician-K factor of h;, hy and hj
denote the LoS and scattered components of h;, respectively.
Specifically, the elements of h] are assumed to be i.i.d
complex Gaussian random variables with zero mean and unit
variance, and h; can be expressed as [13]

,exp (727 (N; — 1) 04 cos0; sinp;)],  (5)

where J, denotes the constant spacing, in wavelengths, be-
tween adjacent antenna elements of UAV i. ¢; is the azimuth
angle, which can be expressed as

1 Avy;
i = @ arctan < Y ) , (6)
s A.Z'l

Different from UAV-to-ground channels with probabilistic
LoS, we consider Jam-Eve link experiences Rician fading
since there does not exist obstacles between J and E. As
such, the channel coefficient of J-E link is given by

H]e - K]e + 1 ]e U ]e‘ _]e7
where HY, is the LOS component, and H7_ is the scat-

tered component represented by a matrix w1th i.i.d circularly-
symmetric complex Gaussian random variables with zero
mean and unit variance. Specifically, H7_ is given by [14]

H, =glg;, (8)
where g denotes the array responses at E, given by
ge =[L,-++ ,exp (j2m (Ng — 1) da cos ¢s)], ©)

where ¢ ; represents the angle of arrival from F to J. Besides,
gy denotes the array response at .J, given by

gi=1[1,---,exp (j2m (Nj — 1) 4 cOs ¢E)], (10)

where ¢ represents the angle from J to E.

B. Legitimate Monitoring

Define the message sent by Alice and the jamming signal
generated by J as z and s, respectively. Accordingly, the
received signals at Bob and F can be respectively formulated
as

(In
(12)

Yo = \/Padyy hav + \/pjd 3 hjpws + ny,

Ye = padge”h};em + pjdj_e"Hjews +n,,
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where p, and p; represent the transmit power of Alice and
jamming power of .J, respectively, (-)" denotes the conjugate
transposition, w is the jamming matrix. n; with zero mean and
variance o7 is the additive white Gaussian noise (AWGN) at
Bob, and n. with zero mean and variance 021y, is the AWGN
at Eve, where I, is a N, x N, identity matrix.
Furthermore, the signal-to-interference-plus-noise ratio (S-
INR) at Bob can be calculated as
W = Faplhav|*/ (Fjolhpw]? +1) (13)
where Fop = pod,," /of and F; = pjdj_bn"” /o, and the
SINR at monitor UAV can be expressed as [15]

T
o= —eellae T (14)
Ve [Hjewl[[? +1
where 7., for m € {a,j} is given by
~L . e L
~ | e, with probability P, (15)
Tme =\ FNL with probability 1 — PNL
N L " __NL
with 32 = ppdmeme/o? and YNL = pdyeme Jo? with

e > e > 2.

Given the transmission environment under jamming, Al-
ice would adjust its transmission rate R, to guarantee the
transmission outage probability p;, satisfy a target value do,
0 < dp < 1, which can be mathematically expressed as

Pto = Pr (v < 70) = do, (16)
with v = 285 — 1.

Obviously, the monitor UAV can reliably decode the infor-
mation if v, > 7, and fails to decode the information without
any error when v, < 7. To evaluate the eavesdropping
performance of our considered monitor UAV in detail, average
eavesdropping rate is selected as performance metric, which
depicts the average rate successfully decoded by monitor UAV,
given by

Rave = Rs (1 - peo) ) (17)
where p., = Pr (7. < 7o) represents the eavesdropping out-
age probability (EOP), indicating the probability that monitor
UAV fails to decode the information without any error.

In this work, the main objective is to maximize the aver-
age eavesdropping rate by adjusting the height of UAV and
jamming power, which can be formulated as

max Rave, (18a)

Py,Ay
s.t. OSpg SPmaxa (lgb)
0< Ay < Anax, (18¢)

where P« is the maximum transmit power of Jam, and A«
is the highest operating height of UAV.

III. CSI-AWARE MONITORING

In this section, we investigate the CSI-aware monitoring
scheme, where H. is accurately estimated with the help of
communication between Eve and Jam.

Due to the lack of channel information about Jam-Bob
link, the optimal jamming signal should lie in the null space
of H;. to minimize the adverse effect of jamming signal
on monitoring performance. Therefore, w; € CNi*(Ni—Ne)
satisfying H;,w; = O is designed, and the SINR at Eve can
be simplified as

Ye = ael haell*- 19)

A. Performance Analysis

We now present the performance analysis of the CSI-
aware monitoring scheme. Firstly, we give out the closed-
form expression for the transmission outage probability of the
suspicious transmission pair when jammer UAV transmits with
the beamformer wj.

Based on (13), transmission outage probability can be

?ab|hab|2

reexpressed as
o=Pr| —F/"-7—<
o <%’b|hij1|2 +1 70)
o0 rY0Y+0
= / / f"/ab (1’) f"/jb (y) dl‘dy,
o Jo

where f,,, (-) and f,, (-) represent the probability density
function (PDF) of Jap|hap|? and Fjp|hjpwi|?, respectively.
Due to the fact that the generation of w; is independent
of hj,, hjyw; has the same distribution as hj,. Therefore,
the entries of hj,w; are ii.d complex Gaussian random
variables and 7;,|h;,w1|?> follows a Gamma distribution
G (Nj — Ne,¥jpAjp), where N; — N, and 7;,A;;, represent
the shape parameter and scale parameter, respectively. With
the help of [16], the exact expression of py, is derived as

N;—N.
) . Q@D

Accordingly, the maximum suspicious communication rate
that guarantees the transmission outage probability require-
ment (16) can be obtained, which has been shown in
(22). Here, W denotes the Lambert W function of x with
W (x) V@) =z [17].

Moreover, the eavesdropping outage probability can be
expressed as

Pk (Noiae, Ze22) (1= PE) -y (New 55 )

(20)

:?ab)\ab
VibAjbp Yo + YabAab

__ 0
Do = 1 —e 7Yabrab

Peo = T (N.fitae) * T (V)
(23)
where Mgye = %, I'(-) is the Gamma function [I8,

eq. (8.310)], given by I'(z) = [~ exp(—t)t*~"dt, and 7 (-, )
is the lower incomplete gamma function, given by [18, eq.
(8.350)] y(p,v) = [ exp(—t)t"~dt.
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Proof. Since the Alice-Eve link experiences Rician fading and
Rayleigh fading with different probabilities, eavesdropping
outage probability can be mathematically expressed as

Peo = PEF,1 (v0) + (1 — P§) Fyne (70)

where F,r (-) denotes the cumulative distribution function
(CDF) of ﬁfg||hag||2 when Alice-Eve link experiences Rician
fading, and Finen,, |2 (-) denotes the CDF of 7,\*|[h.||*
when Alice-Eve link experiences Rayleigh fading. As such,
the exact expression of p., is investigated from the following
two cases.

When the Alice-Eve link experiences Rician fading, with
the help of [19], the PDF of 5 ||h,.||? is given by

24

~ Nemae  Nege—1 5
f L (ZE) = (ﬂjae> I7~exp (_Wzael’>
Jae Vae ' (Nemge) Ve )’
(25)
and the CDF of 7L ||h,.|? is then obtained, given by
Y (Ne":ﬁaea %)
F—Yéde (:I:) — ae (26)

When the Alice-Eve link experiences Rayleigh fading,
A0 |hgel? follows a Gamma distribution G (Ne, 7205 Aae).
As a result, the PDF and CDF of ¥V¥||h,.|? can be respec-
tively expressed as

Ne—1 _ T
x exp( 7131&”\“)

YT AT W
and
7 (e )
Fpe @)= =g (28)
Substituting (26) and (28) into (24), (23) can be obtained.
The proof is completed. O

B. Optimization

Based on the above analysis, the eavesdropping performance
can be optimized by properly selecting flying height A, and
jamming power p;. In particular, the effect of A, and p; on
the average eavesdropping rate can be summarized as follows.

Remark 1. Due to the path loss of Alice-Eve link, the received
signal strength at UAV will decrease as the increase of flying
height. In addition, small flying height will result in NLoS
propagation with high probability, which deteriorates the
monitoring performance. As a result, the proper selection of
Sflying height A, will be helpful to improve the eavesdropping
non-outage probability (1 — peo).

1 i _ 1
<—1 + A (N, — N W (ew]b<zvjwe>+<ijc> (=1 + 60) (N;Ne)» ,

(22)

Remark 2. R, increases monotonically as the decrease of p;.
However, given a flying height A, larger Rs would make in-
formation eavesdropping more difficult, which deteriorates the
eavesdropping non-outage probability (1 — pe,). To maximize
the average eavesdropping rate, jamming power p; should be
designed properly.

To be noticed, due to the lack of information about Bob, 75,
Aab» Vs Ajp and & are hard to obtain in practical. However,
with the help of spectrum sensing techniques, the transmission
rate of the suspicious link can be accurately estimated [20].
Accordingly, to maximize the eavesdropping performance,
Algorithm 1 can be performed to find the optimal A7, which
has been detailed as follows.

Algorithm 1 Algorithm to determine the optimal flying height
AL
1: for every A, € [Amin, Amax] With step size AA,, do
2:  Sense the transmission rate R and calculate p., using
(23).
Calculate the average eavesdropping rate using (17).
4:  Find the maximal average eavesdropping rate of current
flying height.
5: end for
6: Set the flying height corresponding to the maximum R,
as AL,

b

5
ave

IV. NUMERICAL RESULTS

In this section, we present numerical results to validate the
effectiveness of our considered UAV-assisted legitimate wire-
less surveillance scheme. Specifically, we first demonstrate
the accuracy of our derived closed-form expression for the
eavesdropping non-outage probability. Then, we examine the
impact of A, on the monitoring performance. Throughout
this section, we consider that K = 10 dB, ¢ = 11.95,
B =0.14 [12].

To show the accuracy of the derived performance, Fig.2 is
presented. Obviously, the analytical results obtained from (28)
and (26) match closely with the simulations results, which
verifies the accuracy of our derived closed-form expression
of eavesdropping outage probability. In addition, it can be
observed that the eavesdropping outage probability in the
situation of Rayleigh fading is much higher than that in the
situation of Rician fading, which is due to the fact that the
line-of-sight (LoS) in Rician channel is helpful to monitor
the suspicious link. However, to obtain the LoS, the UAV is
required to fly higher, which will reduce the received signal
power, thus decreasing the average eavesdropping rate. As a
result, the flying height should be well designed to obtain a
better surveillance performance.
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Fig. 3. Average eavesdropping rate versus flying height with different antenna
configurations.

In Fig.3, we show the average eavesdropping rate versus
flying height with different antenna configurations. As the
flying height A,, increases, the achievable average eavesdrop-
ping rate first increase and then decreases, which indicates
that there exists a flying height with respect to the optimal
surveillance performance. In addition, since the monitoring
ability can be enhance when more antennas are deployed at
the legitimate monitor UAYV, a better surveillance performance
can be obtained with lager N.. Besides, due to the jamming
ability is determined by the number of antenna at jammer
UAYV, the optimal flying height, as well as the surveillance
performance, changes as IV; varies.

V. CONCLUSION

In this paper, we investigates the UAV-assisted legitimate
wireless surveillance, where a legitimate monitor UAV and a
jammer UAV are deployed to monitor the suspicious terres-
trial transmission. Considering the channel state information
aware case, the monitoring performance in terms of average
eavesdropping rate is derived, where both the closed-form ex-
pressions of maximum suspicious communication and eaves-

dropping non-outage probability are obtained. Then, based on
the derived expressions, the flying height corresponding to
the maximum average eavesdropping rate can be obtained.
The simulation results verifies the accuracy of our derived
expressions and the effectiveness of our considered UAV-
assisted legitimate wireless surveillance scheme.
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