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Abstract—In this paper, we focus on the problem of energy-
efficient power allocation for secure transmission in massive
multiple-input multiple-output (MIMO) systems, where an ac-
tive multi-antennas eavesdropper sends pilot signals as that of
destination receiver to transmitter simultaneously in the uplink
training phase. Our aim is to maximize the energy efficiency (EE)
of the system by considering the power allocation strategy, while
guaranteeing the secrecy rate and the transmit power constraints.
We first analyze the impact of pilot attack on the secrecy rate
and then prove that the secrecy EE is a concave function with
respect to transmit power. The optimization problem formulated
can be efficiently solved by using Lagrange multiplier method.
Finally, numerical results are provided to validate the proposed
energy-efficient scheme outperforms the fixed transmit power
scheme.

Index Terms—Secure communication, massive MIMO, energy-
efficiency, pilot attack.

I. INTRODUCTION

Physical layer security enhanced by multi-antenna tech-

niques, such as precoding/beamforming and interference align-

ment, has gained substantial research attention in recent years

[1]-[3], in which the multi-antenna nodes are capable of

adjusting the directions of their transmitted signal to improve

the security performance. On the other side, massive MIMO as

a promising technique has been proposed to improve spectral

efficiency by exploiting its large array gain [4], [5]. Therefore,

introducing massive MIMO into physical layer security is

identified as a powerful technique for significantly improving

the secrecy performance of wireless communication systems

[6], [7].

Recent efforts [8]-[13] have shown the significance of

massive MIMO enabled physical layer security. Specifically,

[8] designed the artificial noise (AN)-aided precoding for

secure downlink transmission in a massive MIMO-aided multi-

cell system with a multi-antenna eavesdropper. The authors

of [8] further considered the secure downlink transmission

in a massive MIMO-aided multi-cell with imperfect chan-

nel state information (CSI) of the eavesdropper in [9]. [10]

analyzed the secrecy outage region and derived the secrecy

outage probability of the massive MIMO Rician channels.

In [11], authors studied the secure transmission in a two-

tier heterogeneous networks (HetNets) using massive MIMO,

where the locations of all nodes were modeled as independent

Poisson point process. In addition, the secrecy problem in

distributed massive MIMO systems [12] and in relay-assisted

massive MIMO systems was also considered [13], respectively.

However, all the aforementioned works assumed that the

eavesdropper was passive and it did not attempt to impair

the transmission between the transmitter and the destination

receiver.

In practical communication systems, to improve eaves-

dropping performance, the eavesdropper may impersonate a

destination receiver and actively transmit deterministic signals

(pilot signals) to fool the channel estimation at the transmit-

ter [14]-[16], which seriously interferes with uplink training

phases. To be specific, [14] examined the detrimental effects

of the pilot attack on the secrecy performance for multiple-

input single-output (MISO) and MIMO broadcast channels,

where a full-duplex eavesdropper was taken into account.

The competitive interaction between the transmitter and the

active eavesdropper was formulated as a one-shot zero-sum

game in [15], in which the upper bound of the average

secrecy rate was evaluated. To elaborate a little further, [16]

showed that the effect of the active eavesdropper could be

completely eliminated when the transmit correlation matrix of

receivers placed at the null space of the active eavesdropper. In

addition, there are some recent studies considering the active

eavesdropping from a surveillance perspective, e.g., [17]-[19].

On the other hand, with the non-negligible carbon emissions

imposed by the excessive power consumption of the informa-

tion and communication infrastructures, energy efficiency (EE,

bit per Joule) becomes a significant performance metric for

evaluating 5G wireless networks. As a result, it necessitates

to investigate the trade-off of the secrecy performance and

the energy consumption in massive MIMO systems. [20]

studied an energy-efficient power allocation scheme for secure

amplify-and-forward (AF) massive MIMO relaying system in

the presence of passive eavesdropper. For the pilot attack of

active eavesdropper, the transmit power has a complicate effect

on the secrecy performance, especially in massive MIMO

systems. Therefore, it is desirable to optimize the transmit

power at the transmitter.

Motivated by the aforementioned observation, in this paper,

we focus on the problem of energy-efficient power allocation

for a secure massive MIMO system, where the multi-antenna

eavesdropper transmits pilot signals as that of destination

receiver to enhance the eavesdropping performance. Our aim is

to maximize the EE of the system by optimizing transmit pow-

er under the secrecy rate and the transmit power constraints.

The contributions of this paper are two-fold:

1) We first derive the achieved secrecy rate of a massive

MIMO system with pilot attack by using antenna selection at

eavesdropper, and demonstrate the impact of pilot attack on
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the secrecy rate.

2) We prove that the secrecy EE is a concave function

with respect to transmit power at the transmitter by means

of the properties of fractional programming. Then, an optimal

power iterative algorithm is proposed for the secrecy EE

maximization.

Notations: Boldface lowercase and uppercase letters denote

vectors and matrices, respectively. The transpose and con-

jugate transpose of matrix A are denoted as AT and AH ,

respectively. I denotes an identity matrix. ‖ · ‖ denotes the

Euclidean norm. E[·] is the expectation operator.

II. SYSTEM MODEL

We consider a typical three-node massive MIMO system as

shown in Fig. 1, consisting of one transmitter (Alice) with

M � 1 antennas, one single-antenna destination receiver

(Bob) and one eavesdropper (Eve) with Ne > 1 antennas. In

a TDD system, Bob sends pilot signal to Alice in the uplink

training phase that Alice estimates the channel between them.

Meanwhile, Eve sends the same pilot signal as Bob to actively

attack1. Note that the number of transmit antennas at Alice is

quite large in such massive MIMO system, i.e. the value of

M is on the order of tens or even hundreds. As the system is

operated in TDD mode, the channel reciprocity holds true.

Let
√
βABhAB ∈ C

M×1 represent the channel coefficient

from Alice to Bob and
√
βAEHAE ∈ C

M×Ne represent the

channel matrix from Alice to Eve. βAB and βAE stand for the

large-scale fading including path loss and shadowing, which

are assumed to be known at Alice as they are varying slowly

and can be estimated reliably. hAB stand for the small-scale

channel fading vector and HAE is the small-scale channel

fading matrix, the elements of hAB and hAEi (hAEi is the

i-th column of HAE , i ∈ {1, 2, . . . , Ne}) are independent and

identically distributed (i.i.d.) circularly symmetric complex

Gaussian (CSCG) random variables with zero mean and unit

variance, namely we consider Rayleigh fading.

In this paper, antenna selection is performed at Eve for

decoding the received signal. When both Bob and Eve transmit

the same pilot signal xp to Alice in the uplink training phase,

then the received signal at Alice is written as

yA =
(√

pBβBAhBA +
√
pEβEAhEiA

)
xp + np (1)

where hBA and hEiA denote the channel vectors from Bob

to Alice and from the selected antenna of Eve to Alice,

respectively. pB and pE denote the transmit power from Bob

and Eve, respectively. np ∼ CN (0, σ2I) is the additive white

Gaussian noise vector during the training phase. Without loss

of generality, we assume that E[|xp|2] = 1.

We assume that uplink and downlink channels are perfectly

reciprocal, i.e., hAB = hT
BA. Using the least square channel

1Note that Bob and Eve are assumed to be perfectly synchronization for
transmitting pilots and data in the same frequency band, the details on when
and how accurate synchronization is achievable are beyond the scope of this
work.

Fig. 1: System model.

estimation method, we obtain the uplink channel estimation

ĥA, it yields

ĥA =
(√

pBβBAhBA +
√

pEβEAhEiA + np

)T

=
√
pBβBAhAB +

√
pEβEAhAEi

+ nA (2)

where nA = nT
p .

In the downlink transmission phase, Alice transmits data
symbol xd to Bob and performs maximum ratio transmission

(MRT), namely designing the transmit beam w = ĥA

‖ĥA‖ .

Therefore, the received signal at Bob, yB , and the received
signal at Eve using the selected antenna, yEx , which are
expressed as

yB =
√

pAβABhH
ABwxd + nB

=

√
pApBβABβBA

a
hH
ABhABxd +

√
pApEβABβEA

a
hH
ABhAExxd

+

√
pAβAB

a
hH
ABnAxd + nB (3)

yEx =
√

pEβAEhH
AEx

wxd + nE

=

√
pApBβAEβBA

a
hH
AEx

hABxd +

√
pApEβAEβEA

a
hH
AEx

hAExxd

+

√
pAβAE

a
hH
AEx

nAxd + nE (4)

where a � pBβBA + pEβEA + 1. hAEx denotes the channel

vector between Alice and Eve using the selected antenna such

that |hAExw|2 = max
i∈{1,2,...,Ne}

|hH
AEi

w|2. xd is the normal-

ized data symbol with unit variance, pA is the transmit power

at Alice, nB ∼ CN (0, 1) and nE ∼ CN (0, 1) denote the

additive white Gaussian noises at Bob and Eve, respectively.

Accordingly, the instantaneous SNR at Bob, i.e., SNRB , is

given by

SNRB = pAβAB

∣
∣
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(5)
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where the step (a) can be easily recognized by noting the fact

that, according to the law of large numbers [13], the effects of

uncorrelated receive noise and fast fading vanish as M → ∞.

The step (b) follows the fact that |
√
pBβBAhH

ABhAB√
a

|2 scales

with the order O(pBβBAM
a ).

Similarly, the instantaneous SNR at Eve, i.e., SNREx , is

given by

SNREx = pAβAE

∣∣∣∣∣hH
AE

ĥA

‖ĥA‖

∣∣∣∣∣
2

≈ MpApEβAEβEA

a
(6)

It is worth mentioning that when Eve is passive in massive

MIMO system, SNR′
B ≈ MpApBβABβBA

pBβBA+1 and SNR′
Ex

scales

as the order O(1). By contrast, the active eavesdropper has a

strong eavesdropping ability because existing pilot attack.

As a result, the achievable instantaneous secrecy rate is

formulated as

Rs = [log2(1 + SNRB)− log2(1 + SNREx)]
+

=

[
log2

(
a+MpApBβABβBA

a+MpApEβAEβEA

)]+
(7)

where the notation [y]+ = max{y, 0} is used, since the

secrecy rate is defined as a nonnegative quantity. We can

observed from (7) that if Bob and Eve have the identical

transmit power pB and pE , as well as they are located at

symmetric position relative to Alice, i.e., βAB/βAE = 1, the

achieved instantaneous secrecy rate Rs = 0. Furthermore, if

Eve increases the transmit power pE in the uplink training

phase to make pEβAEβEA > pBβABβBA, secure transmis-

sion cannot be achieved due to the pilot attack. From the above

illustration, we can observe that the pilot attack affects the

secrecy performance2.

III. ENERGY-EFFICIENT POWER ALLOCATION

Since the limitation of energy resource and the requirement

of green communication, EE becomes an important perfor-

mance metric in nature for evaluating 5G wireless networks. In

this section, we only focus on the EE in the case of pilot attack,

and we assume that Eve always exists. The power allocation

scheme of Alice for maximizing the EE while guaranteeing the

secrecy rate constraint and the transmit power requirement in

a massive MIMO system is developed in the following.

To design a EE power allocation scheme, we first inves-

tigate the total power consumption in such a secure system.

Following [20], [21], the total power consumption of the whole

system, denoted as Etot, is given by

Etot =
pA + pB + pE

η
+ Pc (8)

where Pc is circuit power consumption, which is a constant.

η ∈ (0, 1] represents the power amplifier efficiency, without

loss of generality, we assume η = 1 for simplicity. The secrecy

EE is defined as the ratio of the secrecy rate to the total power

2Note that the detection of the pilot attack is another interesting topic. The
detail of this issue is beyond the scope of this paper and will be left as future
studies.

consumption (bits/Joule). Therefore, the optimization problem

can be mathematically formulated as

max
pA

Rs

Etot

s.t. Rs ≥ Rmin,

pA ≤ Pmax, (9)

where Rmin is the prescribed secrecy rate threshold and Pmax

is the maximum transmit power. Note that problem (9) is

non-convex and difficult to solve directly, since the objective

function is a fractional form.

Fortunately, using the fractional programming theory [24],

problem (9) is equivalently transformed into a parameterized

polynomial subtractive form. Here, we first define a parametric

problem with respect to q as

F (q) = max
pA

Rs − q∗Etot (10)

where q denotes the maximum secrecy EE, namely q∗ =
max
pA

Rs

Etot
. D = {pA | Rs ≥ Rmin, pA ≤ Pmax} stands for the

feasible set of problem (9). To proceed, we have the following

two lemmas, the interested readers can refer to [22] for a

detailed description.

Lemma 1: F (q) is a strictly decreasing and continuous

function with respect to q, and it has a unique zero solution.

Lemma 2: Assume that q∗ is the unique zero solution to

F (q), then function F (q∗) and problem (9) have the same

optimal solution, as well as the optimal objective function

value of problem (9) is q∗.

The preceding two lemmas enable us find the optimal q by

seeking the unique zero solution of a function in a parame-

terized polynomial subtractive form. As a result, our strategy

is to optimize (10) for a given q at first. For convenience,

problem (9) is equivalently reformulated as

max
pA

Rs − q∗(pA + pB + pE + Pc) (11a)

s.t. Rs ≥ Rmin, (11b)

pA ≤ Pmax. (11c)

Proposition 1: F (q∗) is a concave function with respect to

transmit power pA when pEβAEβEA ≤ pBβABβBA.

Proof: It can be easily observed that F (q∗)
has the same convexity or concavity as Rs since

q∗(pA + pB + pE + Pc) is a affine. The first-order

derivative of Rs with respect to pA can be calculated as
∂Rs

∂pA
= aM(pBβABβBA−pEβAEβEA)

ln 2(a+MpApBβABβBA)(a+MpApEβAEβEA) , and the

second-order derivative of Rs with respect to pA can be calcu-

lated as
∂R2

s

∂2pA
= abM(pEβAEβEA−pBβABβBA)

ln 2[(a+MpApBβABβBA)(a+MpApEβAEβEA)]2
,

where b = aM(pBβABβBA + pEβAEβEA) +
2M2(pApBpEβABβBAβAEβEA). If pEβAEβEA ≤
pBβABβBA, then

∂R2
s

∂2pA
≤ 0, thereby Rs is a concave

function, which completes the proof.

By introducing the Lagrange multipliers λ ≥ 0 and μ ≥ 0
associated with the constraints (11b) and (11c), the Lagrangian

dual function of problem (9) is written as
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L(pA, λ, μ) = Rs − q∗(pA + pB + pE + Pc) + λ(Rs −Rmin)

+ μ(Pmax − pA) (12)

and the corresponding dual optimization problem of (10) is

given by

min
λ,μ

max
pA

L(pA, λ, μ) (13)

For fixed λ and μ, the optimal power p∗A can be derived by

solving the following Karush-Kuhn-Tucker (KKT) condition

[23], i.e.,

∂L(pA, λ, μ)
∂pA

= (1 + λ)
∂Rs

∂pA
− q∗ − μ = 0 (14)

Then we can obtain the optimal power solution

pA =

[√
M2a2c2 − 4M2d(a2 − l)−Mac

2M2d

]+

(15)

where parameters c � pBβABβBA + pEβAEβEA,

d = pBpEβABβBAβAEβEA and l �
(1+λ)aM(pBβABβBA−pEβAEβEA)

ln 2(q∗+μ) .

At the same time, the Lagrange multipliers can be updated

by the gradient method, which are given by

λ(t+ 1) = [λ(t)−Δλ(Rs −Rmin)]
+
, (16)

μ(t+ 1) = [μ(t)−Δμ(Pmax − pA)]
+
, (17)

where Δλ > 0,Δμ > 0 are step sizes, respectively. The

symbol t is the iteration index.

To summarize, the procedure of energy-efficient power

allocation algorithm is as follows:

Algorithm 1 Energy-Efficient Power Allocation Algorithm

1: Initialization:
Lagrange multipliers λ, μ, constants Δλ,Δμ ∈ (0, 1),

precision ε > 0, and iteration number t = 0.

2: Computing:
Compute transmit power pA according to (15).

3: Updating:
Update λ and μ according to (16) and (17).

4: Until:
If Rs − q∗(pA + pB + pE + Pc) > ε, then set q∗ =

Rs

pA+pB+pE+Pc
, and return to step 2.

Otherwise, pA is the optimal transmit power.

IV. NUMERICAL RESULTS

In this section, we present numerical results to show the

performance of the proposed power allocation scheme in the

context of a massive MIMO secure system. All the channel

coefficients are assumed to be i.i.d. complex-valued Gaussian

random variables with zero mean and unit variance. Simulation

parameters are set as follows: the number of transmit antennas

at Eve Ne = 2, spectrum bandwidth B = 10KHz, maxi-

mum transmit power Pmax=15W, circuit power consumption

Pc=5W, precision ε = 0.001 and Rmin=20Kb/s.
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Fig. 2: Secrecy EE versus transmit antennas with βAB =
βBA = βAE = βEA = 1 and pB = 15dB.
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Fig. 3: Performance comparison of the fixed and proposed

power allocation schemes. βAB = βBA = βAE = βEA = 1.

In Fig. 2, we show the effect of transmit antennas M on the

secrecy EE for different Eve’s power values pE . It is observed

that the secrecy EE decreases as pE increases and the secrecy

EE tends to zero when pE = pB , which is caused by the

detrimental effect of active eavesdropping (pilot attack). In

addition, we find that the proposed scheme converges within

15 iterations in the all simulation scenarios.

Fig. 3 compares the performance of secrecy EE for the

proposed power allocation scheme and the fixed power al-

location scheme with pB = 15dB and pE = 10dB. Intuitively,

it is optimal to use Pmax as the transmit power for the fixed

power allocation scheme. It can be observed from Fig. 3 that

the proposed power allocation scheme obviously outperforms

the fixed one, especially when M is large. Therefore, the

proposed scheme is more suitable for the future green and

secure communications.

For more comprehensive investigating the performance of

the proposed scheme, fig. 4 illustrates the secrecy EE versus

the relative large-scale fading of the eavesdropper channel ρAE

under pB = 15dB and pE = 10dB. As we expected, with

the increase of ρAE , the secrecy EE with different transmit

antennas become less. This is due to the fact that when relative
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Fig. 4: Performance of the proposed power allocation scheme

versus ρAE for different transmit antennas M , where ρAE =
βAE/βAB denotes the relative large-scale fading of the eaves-

dropper channel. βAB = βBA = 1.

large-scale fading ρAE increases, the link quality of Alice-Eve

is lifted to a good level, thus the secrecy EE decreases. For

example, if ρAE > 1, then it demonstrates Eve is closer to the

Alice than Bob, thereby the Eve has a strong eavesdropping

ability. For a given ρAE , it is also found that the secrecy EE

increases accordingly as transmit antennas M increases, which

confirms the main advantage of massive MIMO system by

exploiting its large array gain.

V. CONCLUSIONS

In this paper, we investigated the problem of energy-

efficient power allocation for secure transmission in a massive

MIMO system, where an active multi-antenna eavesdropper by

attacking the uplink training phase was considered. We aimed

at maximizing the EE while guaranteeing the secrecy rate con-

straint and the transmit power requirement. Furthermore, we

derived the optimal solution by exploiting the fractional-form

structure of the problem. Our results provide useful guidelines

on the energy-efficient power optimization for physical layer

security with massive MIMO system. In our future work, the

detection of pilot attack from eavesdroppers will be studied.
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