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Transmit Antenna Selection in MIMO Wiretap Channels:
A Machine Learning Approach

Dongxuan He

Abstract—In this letter, we exploit the potential benefits
of machine learning in enhancing physical layer security in
multi-input multi-output multi-antenna-eavesdropper wiretap
channels. To this end, we focus on the scenario where the source
adopts transmit antenna selection (TAS) as the transmission strat-
egy. We assume that the channel state information (CSI) of the
legitimate receiver is available to the source, while the CSI of the
eavesdropper can be either known or not known at the source. By
modeling the problem of TAS as a multiclass classification prob-
lem, we propose two machine learning-based schemes, namely,
the support vector machine-based scheme and the naive-Bayes-
based scheme, to select the optimal antenna that maximizes the
secrecy performance of the considered system. Compared to the
conventional TAS scheme, we show that our proposed schemes
can achieve almost the same secrecy performance with relatively
small feedback overhead. The work presented here provides
insights into the design of new machine learning-based secure
transmission schemes.

Index Terms—Machine learning, physical layer security, trans-
mit antenna selection, support vector machine, naive-Bayes.

I. INTRODUCTION

HYSICAL layer security has been regarded as a promis-
Ping supplementary component to traditional key-based
cryptographic techniques applied to upper layers, due to
the fact that it can provide secure data transmissions with-
out requiring secret keys and complex algorithms [1]. This
paradigm was initialized by the pioneering work of Wyner [2],
in which it was shown how secrecy can exist in single-input
single-output wiretap channels. Motivated by the benefits pro-
vided by multi-input multi-output (MIMO) techniques, such
as high reliability and high data rate, physical layer security
in MIMO wiretap channels has recently attracted significant
research attention [3]-[7].

On the other hand, machine learning has been recognized
as an emerging technique and has been shown to be effec-
tive in a wide range of applications from image processing
to economics [8], due to its suitability for classification and
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decision making based on limited information. Since apply-
ing MIMO techniques, such as beamforming [3], artificial
noise [4], and transmit antenna selection (TAS) [5]-[7], in
physical layer security can also be characterized as a classifica-
tion problem and/or a decision making problem, then a natural
question to ask is: “How machine learning can be utilized to
improve physical layer security in wireless communications?”
To answer this question, in this letter we leverage machine
learning to enhance physical layer security in multi-input
multi-output multi-antenna-eavesdropper (MIMOME) wiretap
channels. We assume that the source adopts TAS as the trans-
mission strategy. We first characterize the problem of TAS
as a multi-class classification problem. Then we propose two
machine learning-based schemes to select the optimal antenna
that maximizes the secrecy performance of the considered
system. The proposed schemes are based on support vector
machine (SVM) [9] and naive-Bayes (NB) [10], respectively.
We show that our proposed schemes can achieve almost the
same secrecy performance as that of the conventional TAS
scheme, while requiring a smaller feedback overhead.

We note that the machine learning based TAS has recently
been presented in [11], where SVM and k-nearest neigh-
bors (KNN) were applied to select the optimal antenna that
minimizes the bit error rate of the system without secrecy
constraints. Compared to [11], this letter is different as fol-
lows: 1) we focus on examining how machine learning can be
used to enhance physical layer security of MIMOME wiretap
channels; 2) Instead of using KNN, we propose a NB-based
scheme, thereby providing a better performance with relatively
low implementation complexity.

II. SYSTEM MODEL AND CONVENTIONAL TRANSMIT
ANTENNA SELECTION SCHEME

We consider a wiretap channel, where a source transmits
to a legitimate receiver in the presence of an eavesdrop-
per. The source, the legitimate receiver, and the eavesdropper
are equipped with Ny, N, and N, antennas, respectively. We
assume that all the channels are subject to identical and
independent distributed (i.i.d) Rayleigh fading. We denote
H e CVNs and G € CNe*Ns as the main channel between
the source and the legitimate receiver and the channel between
the source and the eavesdropper, respectively. We also assume
that H is known at the source, while G can be either known or
not known at the source. Henceforth, we refer the case where
G is known at the source to as the full CSI case, and the case
where G is not known at the source to as the partial CSI case.
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We consider that the source adopts TAS as the transmission
strategy. As such, in the following we detail the conven-
tional TAS scheme [5]-[7]. In the conventional TAS scheme,
the source selects one of its N antennas that maximizes
the secrecy performance to transmit the confidential message.
Then, the legitimate receiver and the eavesdropper adopt max-
imal ratio combining [12] as the receiving strategy. In our
system, we consider both the full CSI case and the partial CSI
case. In order to evaluate the secrecy performance of our sys-
tem, we adopt the achievable secrecy rate [3] and the secrecy
outage probability (SOP) [5] as the performance metric for
the full CSI case and the partial CSI case, respectively. As per
the rules of the conventional TAS scheme, the index of the
selected antenna is expressed as

argmax; <, <y, Csns for the full CSI case
n* = (D
argmin; _, -y ||hy[[, for the partial CSI case.

In (1), Cs, = max(Cp,, — C,n,0) denotes the achievable
secrecy rate of our system when the n-th antenna is selected,
where Cjp , and C,, denotes the achievable rate of the main
channel and the achievable rate of the eavesdropper’s channel
when the n-th antenna is selected, respectively, and h,, denotes
the n-th column of H. Correspondingly, the secrecy outage
probability achieved by the n-th antenna is defined as the prob-
ability that C; , is no larger than a certain target secrecy rate
R;. Mathematically, it is given by

Pso,n(Rs) = Pr(Cs,n =< Rs)o (2)

After the selection, the maximum achievable secrecy rate for
the full CSI case and the minimum secrecy outage probability
for the partial CSI case achieved by the n*-th antenna are
denoted by C} and P}, (Ry), respectively.
III. MACHINE LEARNING BASED TRANSMIT
ANTENNA SELECTION SCHEME

In this section, we detail our proposed machine learn-
ing based TAS schemes. Since the source is equipped with
multiple antennas, we first model the problem in (1) as a
multi-class classification problem. Through extracting features
from the CSIs, we then apply two different machine learning
approaches, namely, SVM and NB, to construct the classifica-
tion model and predict the class label that the current channel
belongs to.! We note that the belonged class represents an
ideal antenna index to select that may optimize the secrecy
performance of the current channel. We also note that the con-
struction of the classification model needs a sufficiently large
training data set and can be completed offline.

A. Preparation of Learning

In order to construct the classification model, we first obtain
a training data set containing M varied training CSI examples,
which is given by [(H', G!), (H?, G?), ..., (HM, GM)] for the
full CSI case and [H', HZ, ..., H] for the partial CSI case.

'In addition to TAS schemes, we note that our proposed SVM-based
approach and NB-based approach are also suitable for other classification-
based MIMO schemes, such as beamforming vector selection schemes [13].
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H" and G™ are the m-th training main channel matrix and the
m-th training eavesdropper’s channel matrix, respectively.

Then, we perform three steps before the model construction
and the class prediction [11]: 1) generate the feature vector
for each training CSI example, 2) design the key performance
indicator (KPI), 3) determine the class label of each training
CSI example based on KPI.

1) Feature Vector Generation: Feature vectors are the inputs
of the learning system. Unlike the CSI matrices containing
complex-valued elements, feature vectors contain real-valued
elements extracted from the training CSI matrices. Specifically,
we first choose the absolute value of each element of H” and
G as the element of the feature vector. Then we normalize
the feature vectors in order to avoid bias in the learning pro-
cess. The detailed feature vector generation is summarized as
follows:

Step 1: Generate a 1 x N real vector d" = [d{",d}',- - - .dy],
where N equals to Ny x (N, + N,) for the full case and Ny x N,
for the partial case. For the full CSI case, d” is expressed as

an — [|h';f1|, e W R L TR s
€1l Il e Il g ] )

and for the partial CSI case, d” is expressed as

m __ m m m m m
Q" = (BT RS RS R ] @)

where h;”j and gf”] denote the (i, j)th element of H” and G™,
respectively.

Step 2: Repeat Step 1 for all M training CSI examples and
generate M feature vectors, i.e., d!, a2, ..., d¥.

Step 3: Normalize d”* and generate the normalized feature
vector t" € RN for m e {1,2,...,M}. The n-th element
of t"* can be expressed as

" = (d)' — E[d"])/(max(d™) — min(d")), (5)
where d is the n-th element of d™.

2) KPI Design: KPI is the metric to classify the training CSI
examples. Aiming at maximizing the secrecy performance, we
choose the achievable secrecy rate as the KPI for the full CSI
case. As for the partial CSI case, we adopt the achievable rate
of the main channel C; as the KPI.

3) Classification of Training CSI Examples: In order to
determine the class label of one training CSI example, we
first calculate the KPI for each antenna. Then we choose the
class label of this training CSI example as the index of the
antenna that achieves the maximum KPI.

B. SVM-Based Scheme

In this subsection, we present the proposed SVM-based
scheme. We note that there are two methods to build
SVM classifiers, i.e., one-against-one and one-against-the rest
(OVR). In this letter, we focus on using OVR to solve the
problem in (1). As such, we construct the model of OVR by
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solving the following alternative logistic regression problem

M
w; = argmin C Z[bl[m]costl(wle(tm)) + (1 — bi[m])
Wi m=1

x costo (W f(t"))] + [will3/2,  (6)

where w; € RM*L | ¢ {1,2,...,Ns} denotes the learn-
ing parameter, C is a nonnegative scalar, which represents a
trade-off between bias and overfitting, b;[m] = 1 if the m-th
training CSI example is labeled as [, otherwise b;[m] = 0,
ft™) € RPN denotes the Gaussian radial-based kernel func-
tion, the g-th element of which is expressed as f,(t") =
exp(— " —t||/(202)) with o' denoting the variance of f(t"),
and costy(z) = max((—1)*z+ 1, 0) is the cost function. In (6),
both C and o are design parameters.

The SVM-based learning model is ready for TAS when
all parameters w; are obtained. For a new CSI example, we
generate a normalized feature vector t € RV using the fea-
ture vector generation steps described in Section III-A. the
class label of current channel can be determined by using t
to replace t™ in (6). Then the class label [* of current chan-
nel, i.e., the antenna that should be selected, is the one that
achieves the largest wle (t) among all classes.

C. NB-Based Scheme

In this subsection, we present the proposed NB-based
scheme. Different from the SVM-based scheme, which is
achieved by maximizing the margins between different classes,
our proposed NB-based scheme solves the problem in (1) by
utilizing the conditional probability. Specifically, we construct
the NB classification model by calculating the probability dis-
tribution for each element of the normalized feature vector for
all label classes.

We first express the posterior probability that a typical CSI
example with normalized feature vector t belongs to class [ as

Pr(tlc = 1) Pr(c =)
Pr(t)
T, Pr(tale = D Pr(c = 1)

- Pr(t) : )

where Pr(t|c = [) is the probability of the occurrence of feature
vector t given the class label /, Pr(c = ) is the prior probability
of the class label /, Pr(t) is the probability of the occurrence
of the feature vector t, and t, is the n-the element of t. Based
on (7), we find that selecting the optimal antenna is equivalent
to select the class label that achieves the maximal posterior
probability given the feature vector t.

Due to the fact that Pr(t) is independent of the class label
and the prior probability Pr(c = /) is a constant for all classes,
we note that Pr(t) and Pr(c = [) have no influence on the selec-
tion. As such, the problem of selecting the optimal antenna
can be reduced to the problem of selecting the class label that
achieves the maximal probability of the occurrence of feature
vector t. Mathematically, it can be formulated as

Pr(c = I|t) =

N

I' = argmax ]—[ Pr(ty|c = ). )

le{1.2....N}
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Fig. 1. C¥ versus ¥4 for different transmission schemes and values of N
with Y, = 10 dB.

The construction of the NB learning model can be summa-

rized as follows:

1) Find all the feature-label pairs {t”,c”} that satisfies
¢™ = [ and construct a new set . = {t"|c" = I, m €
{1,2,...,M}};

2) Use all 7' of t" € L to calculate the probability
distribution of Pr(t,|c =) forn € {1,2,...N};

3) Repeat 1) and 2) for all [ € {1, 2, ..., Ny}.

We note that the NB-based learning model is ready for TAS

after the probability set, given by P = {Pr(tylc = D|n €
{1,2,...N},l e{1,2,...N,}}, is obtained.

IV. NUMERICAL RESULTS

In this section, we present numerical results to validate our
proposed machine learning based TAS schemes. Specifically,
we first compare the achievable secrecy rates of the proposed
schemes with that of the conventional TAS scheme for the full
CSI case. We then compare the SOPs of the proposed scheme
with that of the conventional scheme for the partial CSI case.
In addition, we quantify the performances and feedback over-
head of the proposed schemes. Throughout this section, we
generate 10 training CSI examples to train the SVM-based
learning model and the NB-based learning model.

In Fig. 1, we plot the maximum achievable secrecy rate,
Cy, versus the average signal-to-noise ratio (SNR) in the main
channel, ¥, for different values of N, and the full CSI case.
In this figure, we consider that the average SNR in the eaves-
dropper’s channel, y,,, is 10 dB. We consider three different
transmission schemes, namely, the conventional TAS scheme,
the SVM-based scheme, and the NB-based scheme. We first
see that C; increases as Yy, increases and Ny increases. We
also see that our proposed schemes (i.e., the SVM-based
scheme and the NB-based scheme) achieve almost the same
secrecy rates as that of the conventional scheme for all val-
ues of Ny, thus validating the effectiveness of our proposed
schemes.

In Fig. 2, we plot the minimum SOP, P} (Ry), versus ¥,
for different values of Ny and the partial CSI case. In this
figure, we consider that y,, = 10 dB and R; = 2 bits/Hz/s.
As expected, we observe similar trends as observed in Fig. 1.
Specifically, we see that P}, decreases as ), increases and N
increases. We also see that P}, (R,) achieved by our proposed
schemes is almost the same as that of the conventional TAS
scheme for all values of Nj.
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Fig. 2. P}, (Ry) versus ¥y for different transmission schemes and values of
N with y, = 10 dB and Ry = 2 bits/Hz/s.
TABLE 1
NMSEs OF DIFFERENT TAS SCHEMES
Scheme Full CSI Partial CSI
SVM NB SVM NB
Ns =2 | —45.14dB | —43.61dB | —47.74 dB | —62.69 dB
Ns =4 | —39.65dB | —40.24dB | —39.48 dB | —57.69 dB
Ns =8 | —=37.18dB | —35.48 dB | —34.58 dB | —48.87 dB

In addition, we see that our SVM-based scheme outperforms
our NB-based scheme for the full CSI case, while performing
worse than our NB-based scheme for the partial CSI case.
This is because SVM is a deterministic classification method
based on the feature vector. As such, its performance will
be degraded when only partial CSI is available to generate
the feature vector. On the other hand, NB is a probabilistic
method based on the corresponding probability, which will not
be impacted when only partial CSI is available. Although not
shown here, we note that our proposed schemes achieve almost
the same performance as the conventional TAS scheme even
when the number of selected antennas N, > 1, indicating that
our proposed scheme can also be applied to scenarios where
multiple antennas are selected at the source.

The performances of machine learning based TAS schemes
are quantified in Table I. Specifically, we adopt the normal-
ized mean square error (NMSE) to assess the performances of
different TAS schemes, given by

||Scon — SmL|[?
[IScon| |2

where sqon denotes the secrecy rates (or secrecy outage prob-
abilities) for all SNRs of the conventional scheme and sy,
denotes the secrecy rates (or secrecy outage probabilities) of
the proposed machine learning based schemes. Note that the
value of NMSE represents the performance gap between the
proposed schemes and the conventional scheme. The smaller
the value of NMSE is, the smaller the performance gap is. We
can see that the NMSE of our proposed scheme for all values
of N, are below —30 dB, which again verifies the effectiveness
of our proposed schemes.

Finally, we examine the selection complexities and the feed-
back overheads of different TAS schemes in Table II. In this
table, |£| denotes the number of selected antenna combina-
tions, e.g., |£| = (x:) = m when N, antennas are
selected at the source, N = Ny(N, 4+ N,) for the full CSI case,
and N = NN, for the partial CSI case. We can see that, due

NMSE = 101log,, ; ©))
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TABLE II
COMPLEXITIES AND OVERHEADS OF DIFFERENT TAS SCHEMES

Scheme SVM NB Conventional
. . O(I[L[N+ O (N+
Selection complexit; O (N?
plexity | O (V) | |ejlog (1£)) | 1108 (1£])
Feedback overhead N real values N complex values

to the combinatorial search across all possible antenna combi-
nations, the selection complexities of the conventional scheme
and our NB-based scheme are higher than that of our SVM-
based scheme when |L]| is relatively large. We also see that
the feedback overhead of our proposed schemes is half of that
of the conventional scheme, showing that our schemes can be
applied to the scenarios where the feedback is limited.

V. CONCLUSION

In this letter, we characterize the problem of TAS in MIMO
wiretap channels as a multi-class classification problem, which
enables us to utilize machine learning based schemes (i.e.,
SVM and NB) to construct the classification model and select
the optimal antenna that maximizes the secrecy performance.
Both the case where the CSI of the eavesdropper is known at
the source and the case where the CSI of the eavesdropper is
not known at the source are considered. We show how our pro-
posed machine learning based schemes can achieve almost the
same secrecy performance as the conventional TAS scheme,
while only requiring the half amount of feedback overhead of
the conventional TAS scheme.
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