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Abstract—In this letter, we propose a learning-based wireless
powered secure transmission, in which a source utilizes energy
harvested from a power beacon to communicate with a legitimate
receiver, in the presence of an eavesdropper. In order to confuse
the eavesdropper, we assume that the source transmits the arti-
ficial noise signals, in addition to the information signals. We
first characterize the effective secrecy throughput of our system,
showing its dependence on the transmission parameters, includ-
ing the fraction of time allocated for wireless power transfer, the
fraction of power allocated to the information signals, as well as
the wiretap code rates. We then leverage the deep feedforward
neural network to learn how the optimal transmission parame-
ters that jointly maximize the effective secrecy throughput can
be obtained. Through numerical results, we demonstrate that
our learning-based scheme can achieve almost the same secrecy
performance as the optimal solution obtained from the exhaustive
search, while requiring much less computational complexity.

Index Terms—Wireless power transfer, artificial noise, physical
layer security, deep feedforward neural network.

I. INTRODUCTION

W IRELESS power transfer has been envisaged as a
promising solution to fulfill the ever-increasing demand

for energy in the fifth-generation (5G) and beyond wireless
networks, since it can harvest energy from the radio frequency
signals without relying on the location or the climate [1]. On
the other hand, security is another important issue in wireless
communications, due to the broadcasting nature of wire-
less medium. In particular, the decentralized modern wireless
networks have introduced significant challenges to traditional
key-based cryptographic techniques, such as key generation,
distribution, and management. To tackle this problem, physi-
cal layer security [2] has been proposed as an alternative for
cryptographic techniques, since it can achieve the information-
theoretic secure communications without using secret keys.

Recently, wireless powered secure communication has also
been receiving an increasing research attention [3]–[5]. In [3],
robust beamforming schemes were proposed to maximize the
throughput of wireless powered systems with the secrecy
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constraint, considering that only the imperfect channel state
information (CSI) are available at the legitimate system. In [4],
the use of artificial noise (AN) was considered to enhance
physical layer security in wireless powered systems. The joint
design of the power allocation for the AN signals as well
as the time fraction between the power transfer (PT) phase
and the information transfer (IT) phase under the harvest-then-
transmit protocol was examined in [5]. However, these works
often require complicated algorithms, which may lead to large
latency impact in real-world deployments.

In this letter, we propose a learning-based wireless pow-
ered secure transmission, in which we exploit the potential of
machine learning in rapidly configuring the wireless powered
systems so as to maximize the effective secrecy throughput
(EST). In fact, machine learning has been shown to be effective
in many wireless network applications with secrecy con-
straints, such as anti-jamming [6] and secure transmit antenna
selection [7]. Compared to these works (e.g., [6] and [7]), our
contributions are summarized as follows. First, we focus on
the scenario of the wireless powered secure transmission, and
characterize the impacts of various transmission parameters on
the EST. Second, we show how the deep feedforward neural
network (DFNN) can be utilized to efficiently determine the
optimal transmission parameters that maximize the EST.

II. SYSTEM MODEL AND PROBLEM FORMULATION

We consider a wireless powered secure communication
system, which consists of a power beacon (PB), a source
(Alice), a legitimate receiver (Bob), and an eavesdropper
(Eve). In this system, Alice utilizes energy collected from PB
to communicate with Bob in the presence of Eve. We consider
that Alice is equipped with Na antennas, while PB, Bob, and
Eve are all equipped with a single antenna. We assume that
the CSI between PB and Alice and the CSI between Alice
and Bob are perfectly known at PB and Alice, respectively,
while only statistical information on Eve’s channel is available
to the legitimate nodes. We also assume that all the chan-
nels are subject to identical and independent distributed (i.i.d)
Rayleigh fading. We denote hij and dij as the channel and dis-
tance between node i, i ∈ {p, a}, and node j, j ∈ {a, b, e},
respectively.

A. Wireless Powered Secure Transmission

We now detail the wireless powered secure transmission
considered in this letter. The transmission between Alice and
Bob consists of two phases, namely, the PT phase and the IT
phase. In the PT phase, Alice harvests energy from PB, and
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then utilizes all the energy harvested in the PT phase to com-
municate with Bob in the IT phase. We denote τ as the fraction
of time allocated to the PT phase. As such, the available
transmit power at Alice in the IT phase can be expressed as

Pa = ϕP̂ , (1)

where ϕ = τ
(1−τ)

, P̂ = ξPd−η
pa |hpa |2, 0 < ξ < 1 denotes

the energy harvest efficiency at Alice, P denotes the transmit
power at PB, and η denotes the path loss exponent.

In the IT phase, we assume that Alice transmits the AN sig-
nals, in addition to the information signals, in order to confuse
the eavesdropper. As such, we express the transmitted signal
at Alice as

xs = wts + Gtsan, (2)

where w and G denote the Na × 1 beamforming vector used
to transmit the information signal ts and the Na × (Na − 1)
beamforming matrix used to transmit the AN signal tsan,
respectively. In order to degrade the quality of the received
signal at Eve, while maintaining the quality of the received

signal at Alice, we choose w = h†
ab

‖hab‖ and G as the projection
matrix onto the null space of hab , respectively [8], [9]. As
such, we have habG = 0, and w and the columns of G form
an orthonormal basis. In addition, we denote α as the fraction
of power allocated to the information signals. As such, we
have E[|ts|2] = αPa and E[tsant†

san] = (1−α)Pa

Na−1 INa−1.
Based on (1) and (2), we express the received signal-to-

interference-plus-noise ratios (SINRs) at Bob and Eve in the
IT phase, respectively, as

γb = αϕγb |hab |2, (3)

γe =
αϕγe |haew|2

1−α
Na−1ϕγe‖haeG‖2 + 1

, (4)

where γb = P̂d−η
ab /σ2

b , γe = P̂d−η
ae /σ2

e , σ2
b and σ2

e denote the
variance of the additive white Gaussian noise at Bob and Eve,
respectively. According to (3) and (4), the secrecy capacity of
our system is expressed as

Cs = {Cb − Ce}+, (5)

where {·}+ denotes max{0, ·}, Cb = log2(1 + γb) and Ce =
log2(1 + γe) denote the capacity of Bob’s channel and the
capacity of Eve’s channel, respectively.

B. Problem Formulation

In this letter, we employ the well-known Wyner’s wiretap
code [2] with the parameter pair (Rb ,Re) to perform secure
transmissions, where Rb denotes the transmission rate of the
wiretap code and Re denotes the redundancy rate of the wire-
tap code, representing the cost of preventing eavesdropping.
When Rb > Cb , the transmitted signal from Alice cannot be
reliably decoded at Bob, and the transmission outage occurs.
When Re ≤ Ce , the information on the transmitted signal is
leaked to Eve, and the secrecy outage occurs. Since we assume
that hab is perfectly known at Alice, we can set Rb = Cb .

As such, with the aid of [8], the secrecy outage probability of
our system can be derived as

Pso(τ, α,Re) = Pr(γe > κe)

=
(

1 +
(1 − α)κe

α(Na − 1)

)−(Na−1)

e−
κe

αϕγe , (6)

where κe = 2Re − 1.
In order to evaluate the secrecy performance of our system,

we adopt the modified EST [8], [9] as the performance metric,
given by

Ts(τ, α,Re) = (1 − τ)(Rb − Re)(1 − Pso(τ, α,Re)). (7)

We can see that the EST in (7) is a function of the fraction
of the time allocated to the PT phase τ , the fraction of power
allocated to the information signals α, as well as the redun-
dancy rate of the wiretap code Re . The key goal of this letter is
to find the optimal transmission parameter tuple (τ∗, α∗,R∗

e )
that achieves the maximum EST T ∗

s per transmission block.
Mathematically, this problem can be formulated as

max
τ,α,Re

Ts(τ, α,Re), (8a)

s.t. 0 < τ < 1, 0 < α ≤ 1, 0 < Re ≤ Rb . (8b)

However, the maximization problem in (8) is non-convex.
Therefore, it is difficult to analytically obtain the optimal trans-
mission parameter tuple (τ∗, α∗,R∗

e ). Traditionally, (8) can
be solved numerically via an exhaustive search, but requiring
a high computational complexity. To tackle this problem, we
propose a learning-based scheme that is capable of solving (8)
in a far more efficient way compared to the exhaustive search.1

III. PROPOSED LEARNING-BASED SCHEME

In this section, we present details on our proposed learning-
based scheme that solves (8) efficiently.2 Specifically, we
utilize the DFNN to learn the nonlinear mapping from hab
to the optimal transmission parameter tuple (τ∗, α∗,R∗

e ) that
achieves the maximum EST, which can be expressed as

(τ∗, α∗,R∗
e ) = f ∗(hab). (9)

We note that the DFNN has shown to be effective in approx-
imating any measurable function to any desired degree of
accuracy [11], and thus is an appropriate method to solve (8).3

1Note that in practice the choice of transmission parameters is finite.
We will show in Section IV that, even in such scenarios, our proposed
learning-based scheme still outperforms the exhaustive search in terms of
the computational complexity.

2Besides wireless powered communication systems, our learning-based
scheme can also be applied to enhance the security of various communication
systems. For example, in secure communication systems with the coopera-
tive jammers (as in [10]), the proposed learning-based scheme can be utilized
to determine the optimal power allocation at the cooperative jammers that
maximizes the secrecy rate.

3We note that the curve fitting method can also be applied to approximate
the mapping from hab to (τ∗, α∗,R∗

e ). However, it may not achieve the
same degree of accuracy as our proposed learning-based scheme.
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Fig. 1. The structure of the DFNN.

A. Deep Feedforward Neural Network

As shown in Fig. 1, our adopted DFNN consists of three
layers, i.e., the input layer, the hidden layer, and the output
layer. Specifically, we choose |hab | as the input of our DFNN
since the input of the neural network must be a real-valued
scalar or vector [12]. We also choose (τ◦, α◦,R◦

e ) as the out-
put of our DFNN. We note that there are typically multiple
layers in the hidden layer, and the output of one layer is the
input of the sequential layer. As such, the output of the i-th
layer in the hidden layer can be expressed as

xi = g(Wixi−1 + bi ), (10)

where g(z ) denotes the activation function of the hidden
layer, Wi and bi denote the weight matrix and the bias of
the i-th layer, respectively. In this letter, we choose the rec-
tified linear unit [13] as the activation function, given by
g(z ) = max{0, z}.

We denote l as the depth of the hidden layer and W =
[W1,W2, . . . ,Wl ]. Then, the mapping relationship between
|hab | and (τ◦, α◦,R◦

e ) can be expressed as

(τ◦, α◦,R◦
e ) = f (|hab |,W). (11)

Note that f (|hab |,W) in (11) is different from f ∗(hab)
in (9). In this letter, the target of our DFNN is to train W such
that f (|hab |,W) approaches f ∗(hab). To this end, we adopt the
mean squared error (MSE) as the learning performance met-
ric [12]. As such, a well-trained W should satisfy the following
constraint

J (W) = Ehab

(
|f (|hab |,W) − f ∗(hab)|2

)
≤ ε. (12)

where ε denotes the target training error.

B. Training of DFNN

We now detail how our DFNN can be trained to obtain the
optimal transmission parameter tuple (τ∗, α∗,R∗

e ) that maxi-
mizes the EST of our system. Specifically, the training process
of DFNN is performed through two steps: 1) Generate the
training set and 2) Use the generated training set to train the
DFNN such that W satisfying (12) is obtained.

1) Training Set Generation: In this step, we generate the
training set of M training examples. Each training example
consists of the channel gain and the corresponding optimal
transmission parameter tuple, given by Sm = {|hab,m | →
(τ∗m , α∗

m ,R∗
e,m )}, where m = 1, . . . ,M . We note that

(τ∗m , α∗
m ,R∗

e,m ) for each hab,m is obtained through the
exhaustive search.

2) Training of W: In this step, we use the generated train-
ing set S = {S1,S2, . . . ,SM } to train the DFNN such that
the weight matrix W satisfies the constraint in (12). To this

end, we adopt the Levenberg-Marquardt method [14], which
is suitable for training the neural network when the learning
performance metric is the sum of squares of nonlinear func-
tions, to iteratively update W. As such, W in the (k + 1)-th
update can be expressed as

Wk+1 = Wk − 1
2μk

∇F
(
Wk

)
, (13)

where μk is the training parameter and

∇F
(
Wk

)
= 2J

(
Wk

)
e
(
Wk

)
. (14)

In (14), J(·) denotes the Jacobian matrix and
e(Wk ) = [e1(Wk ), e2(Wk ), . . . , eM (Wk )], where
em(Wk ) = |f (|hab,m |,Wk ) − f ∗(hab,m )|.

We keep updating W until the constraint in (12) is sat-
isfied. Then, we can utilize the trained DFNN to determine
the optimal transmission parameters that maximize the EST.
Specifically, we use a new channel gain |hab | as the input
of the trained DFNN, then the optimal transmission parame-
ter tuple (τ∗, α∗,R∗

e ) that maximizes the EST can be directly
obtained from the output of the DFNN.

IV. NUMERICAL RESULTS

In this section, we present numerical results to validate
the effectiveness of our proposed learning-based scheme.
Specifically, we first examine the impact of transmission
parameters (i.e., τ , α, and Re ) on the EST of our system.
We then compare the secrecy performance achieved by our
proposed learning-based scheme with that of the optimal
solution obtained from the exhaustive search. Finally, we
examine the computational demands required by our proposed
learning-based scheme and the exhaustive search.

In Fig. 2, we plot Ts(τ, α,Re) versus the transmission
parameters for γb = γe = 10 dB for a realization of hab . The
curves in Fig. 2(a)–2(c) are generated from (7). Fig. 2(a) shows
the impacts of τ and α on Ts(τ, α,Re) when the optimal R∗

e
is selected. We can see that Ts(τ, α,Re) first increases then
decreases as τ (or α) increases for a given α (or τ ), and there is
a unique (τ, α) that maximizes Ts(τ, α,Re). The same behav-
ior can be observed when examining the impacts of (τ,Re)
and (α,Re) on Ts(τ, α,Re) in Fig. 2(b) and Fig. 2(c), respec-
tively. This demonstrates that there is a unique (τ∗, α∗,R∗

e )
that maximizes Ts(τ, α,Re) for each realization of hab .

In Fig. 3, we plot the average maximum EST, denoted by
T s = Ehab

[Ts(τ∗, α∗,R∗
e )], versus γb for different values of

Na with the optimal transmission parameter tuple (τ∗, α∗,R∗
e )

being selected for each realization of hab . In this figure, we
consider two schemes, namely, our proposed learning-based
scheme and the optimal solution obtained from the exhaus-
tive search. For our proposed learning-based scheme, we use
M = 103 training examples to train the DFNNs. To examine
the impact of the depth of the hidden layer (denoted by l) on
the performance of the proposed learning-based scheme, we
consider three DFNNs with l = 2, 4, and 6, respectively. The
number of neurons in the hidden layers of these DFNNs is
(10, 10), (10, 10, 5, 5), and (10, 10, 10, 10, 5, 5), respec-
tively. We see that, for all the values of Na , the secrecy
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Fig. 2. Ts versus the transmission parameters for γb = γe = 10 dB.

Fig. 3. T s versus γb for different values of Na .

performance achieved by our proposed learning-based scheme
is almost the same as that of the optimal solution obtained
from the exhaustive search, demonstrating the effectiveness
of our proposed learning-based scheme. We also see that, the
DFNN with l = 2 achieves a worse performance than the
DFNN with l = 4, while the DFNN with l = 6 achieves
almost the same performance as the DFNN with l = 4. This
indicates that our learning-based scheme can achieve a bet-
ter trade-off between the performance and the complexity by
selecting hyperparameters.

Finally, we evaluate the computational demands of different
schemes in Table I.4 Specifically, we first compare the compu-
tational complexities of our proposed learning-based scheme
and the exhaustive search. To this end, we define Nτ = 1/δτ ,
Nα = 1/δα, and NR = Rb/δR , where δτ , δα, and δR
denote the search step size for τ , α, and Re , respectively.
We find that the computational complexity of our learning-
based scheme (i.e., O(1)) is significantly less than that of
the exhaustive search (i.e., O(NτNαNR)). This is because a
well-trained DFNN only needs finite steps of calculation to
obtain the optimal transmission parameter tuple (τ∗, α∗,R∗

e ),
while the exhaustive search needs to go through every point
in the search space. This finding can be verified by the run-
ning times of our learning-based scheme and the exhaustive
search on MATLAB on a 6-core 64-bit 2.5 GHz Intel E5-
2640 microprocessor with the target training error ε = 10−7

and the search step size δτ = δα = δR = 10−2. We see that
the running time of our learning-based scheme for a realiza-
tion of hab is much less than that of the exhaustive search for
all the values of Na . We also see that the running time of the
exhaustive search increases as Na increases, while the running
time of our learning-based scheme remains relatively the same
when Na varies. These observations indicate that our learning-
based scheme can be performed in real-time with negligible
latency impact, while the exhaustive search is not practical in
real-world deployments.

4Since the training phase of our learning-based scheme is completed offline,
its computational demands are not included in this table.

TABLE I
COMPLEXITIES AND RUNNING TIMES OF DIFFERENT SCHEMES

V. CONCLUSION

In this letter, we proposed a learning-based wireless pow-
ered secure transmission, where the source uses energy col-
lected from a power beacon to communicate with a legitimate
receiver, in the presence of an eavesdropper. In our scheme, we
assumed that the source transmits the AN signals together with
the information signals to confuse the eavesdropper. We char-
acterized the EST of our system, and showed how the EST
can be maximized by judiciously selecting the transmission
parameters. Furthermore, we exploited the DFNN to learn the
nonlinear mapping from Bob’s CSI to the optimal transmission
parameters that maximize the EST. Compared to the optimal
solution obtained from the exhaustive search, we showed
that our proposed learning-based scheme can deliver almost
the same secrecy performance with much less computational
complexity.
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