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Secure Routing in Multihop Ad-Hoc Networks With
SRR-Based Reinforcement Learning

Jianzhong Lu , Dongxuan He , and Zhaocheng Wang , Fellow, IEEE

Abstract—In this letter, a reinforcement learning-assisted
secure routing methodology is proposed for multihop ad-hoc
networks in the presence of multiple eavesdroppers. Specifically,
secure relay region (SRR) is firstly proposed, which depicts the
distribution of the relays forwarding the information securely.
Moreover, a SRR-based on-policy Monte Carlo methodology is
derived, aiming at accelerating the convergence of routing. The
secrecy connection probability is also calculated, which indi-
cates the secure performance of different routes. Simulation
results show that our proposed SRR-based reinforcement learn-
ing methodology can select the secure route efficiently and fast,
which is also robust to the time-varying available relays.

Index Terms—Reinforcement learning, secure routing, secure
relay region, on-policy Monte Carlo.

I. INTRODUCTION

DUE TO the absence of centralized administration, the
communication security of ad-hoc networks could not be

guaranteed [1]. Besides, conventional encryption techniques,
which rely on key generation, distribution and management,
are costly and hard to realize. To tackle this issue, physical
layer security is emerging as an attractive security paradigm
to prevent illegal interception by utilizing the characteristics
of wireless channel [2].

Recently, physical layer security has been introduced into
the multihop ad-hoc networks to enhance the transmission
security. For instance, Wang et al. optimized the routing
and transmit power in a multihop ad-hoc network to min-
imize the end-to-end connection outage probability under a
secrecy outage probability constraint [1]. A revised Bellman-
Ford algorithm was proposed to find the optimal path based
on an upper bound approximation of secrecy connection
probability (SCP) Chen et al. proposed an improved secure
routing algorithm for a full-duplex receiver in the presence of
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random eavesdropper clusters [4]. These works show a satis-
fying routing performance in time-invariant wireless networks.
However, they cannot realize the reliable routing in time-
varying networks since a new routing search is required when
the network changes, which is extremely troublesome and
time-consuming.

Reinforcement learning, which is capable of perceiving
and adapting to the change of network, has been regarded
as a potential technology to realize real-time physical layer
security. For example, an algorithm containing Q-learning
and expert advice methods has been utilized to select the
optimal transmission parameters against active eavesdroppers
in dynamic environment [5]. Reference [6] proposed a hot-
booting Q-learning to realize the power allocation scheme in
dynamic nonorthogonal multiple access secure transmission.
In [7], deep reinforcement learning was utilized to improve the
system secrecy rate in the presence of multiple eavesdroppers
under time-varying channels.

Moreover, reinforcement learning has also shown to be
an appropriate solution for routing problems, especially in
dynamic networks. A Q-learning based routing protocol
was proposed to improve the energy efficiency in under-
water sensor networks [8]. Based on the ON-policy Monte
Carlo (ONMC) method, an energy-efficient path selection
scheme was proposed to balance the network lifetime and
energy consumption [9]. However, the performance of rein-
forcement learning based routing is limited when trans-
mission security is considered, since slow convergence of
reinforcement learning will induce high risk of information
disclosure.

In this letter, we consider secure routing for a multihop ad-
hoc network in the presence of homogeneous Poisson point
process (PPP) distributed eavesdroppers, where SCP is uti-
lized to evaluate the route secrecy. Secure relay region (SRR)
is firstly proposed and a SRR-based ONMC-assisted learning
algorithm is derived to facilitate accurate and adaptive secure
routing. Our main contributions are summarized as follows:
1) SRR is newly proposed to depict the distribution of relays
satisfying the secure transmission requirements, which pro-
vides prior knowledge to accelerate the convergence. 2) Based
on our explicitly derived SCP, the SRR-based ONMC learning
methodology is derived to select the optimal route maxi-
mizing the SCP, which only requires the statistical channel
state information (CSI). Simulation results demonstrate that
our proposed SRR-based ONMC-assisted routing methodol-
ogy is capable of realizing secure routing adaptively in the
time-varying networks. Benefit from SRR-based initialization,
our proposed method converges faster when compared to its
conventional counterparts [9].
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II. SYSTEM MODEL

We consider a large-scale multihop wireless ad-hoc network
consisting of multiple eavesdroppers and M legitimate nodes
including a source, relays and a destination. The passive
eavesdroppers Φe are randomly distributed following a homo-
geneous PPP with intensity λe , which is usually adopted
to model the uncertainty of eavesdroppers’ location [10],
[11]. Particularly, both legitimate nodes and eavesdroppers are
equipped with a single omnidirectional antenna. The source
aims to send its confidential information to the destination
through a secure multihop path. Assuming that there is a
route containing N decode-and-forward (DF) relays, each hop
can be denoted by ln ,n = 1, . . . ,N + 1 with the transmit-
ter and the receiver at the n-th hop denoted by Tn and Rn ,
respectively. As a result, the entire route can be denoted by
Π = {l1, l2, . . . , lN+1}.

Specifically, all the wireless channels are assumed to be sub-
jected to large-scale path loss along with small-scale Rayleigh
fading [1], [3], [4]. The path loss exponent is denoted as α
and each Rayleigh fading channel coefficient hi ,j is mod-
eled as independent complex Gaussian variable with zero
mean and unit variance, i.e., hi ,j ∼ CN (0, 1), where i ∈
{T1,T2, . . . ,TN+1} and j ∈ {R1,R2, . . . ,RN+1,Φe}.

According to the DF protocol, the signal-to-noise ratio
(SNR) of the path Π can be derived as[3]

SNRΠ = min
n=1,...,N+1

PTn
|hTnRn

|2
dαTnRn

σ2Rn

, (1)

where PTn
denotes the transmit power at Tn , σ2Rn

denotes the
noise power at Rn following CN (0, σ2) and dTnRn

denotes
the distance between Tn and Rn . Eavesdroppers are assumed
to operate at colluding mode so that the SNR of the wiretap
channels can be calculated by the maximal ratio combining
protocol as [3]

SNRΠ
E =

∑

Ei∈Φe

N+1∑

n=1

PTn
|hTnEi

|2
dαTnEi

σ2Ei

, (2)

where σ2Ei
denotes the noise power at eavesdropper Ei fol-

lowing CN (0, σ2). To evaluate the secrecy performance, SCP
is adopted as the performance metric [11], which can be
derived as

PΠ
SCP = Pr

{
log2(1 + SNRΠ)− log2(1 + SNRE )

N + 1
> 0

}
. (3)

Substituting (1) and (2) into (3), we arrive at (4), shown
at the bottom of the page. Without loss of generality, the

transmit powers of all nodes are assumed to be the same1

and (5), shown at the bottom of the page, can be obtained,
where (rj , θj ) denotes the polar coordinate of Tj , the source
locates at the origin point and R is the radius for homogeneous
PPP distribution.

To maximize the secrecy performance, the route selection
can be formulated as

Π∗ = argmax
Π∈Ψ

PΠ
SCP , (6)

where Ψ denotes the set of all feasible routes from the source
to the destination.

III. IMPROVED ONMC-ASSISTED SECURE ROUTING

Since the conventional routing algorithms with statistical
CSI, such as Bellman-Ford [14] and Dijkstra’s algorithm [15],
use the approximated SCP, their performance is limited. To
meet this challenge, we propose an improved reinforcement
leaning-assisted approach that is capable of properly selecting
the optimal route in time-varying networks. Furthermore, SRR
is introduced firstly to accelerate the convergence of learning.

A. ONMC-Assisted Routing

In this subsection, ONMC-assisted routing is presented,
where the route selection is regarded as an episodic task [13]
based on the explicit SCP. When compared to the conven-
tional off-policy scheme, our proposed ONMC method could
improve the learning speed significantly, which focuses on
exploiting the previous experience.

As a kind of reinforcement learning, ONMC method can
learn the optimal policy gradually, where the agent can
make proper decisions based on the experience obtained
in the past interactions. Specifically, in the n-th episode,
the agent firstly generates a feasible route denoted by
{sn0 , an0 , sn1 , an1 , . . . , snTn

} according to the existing policy π,
where snt ∈ S , ant ∈ A denotes the state and the action at
the t-th hop that reflect the transfer node and receiving node,
respectively. S and A denote the state set and the action set
consisting of serial numbers of transfer nodes and receiving
nodes in the route. The SCP of the selected route can be calcu-
lated based on (5) and the state-action value Q(s , a) of passing
nodes pair (s , a) can be updated by

Q(s , a)← Q(s , a) +
1

C (s , a)
(Rn −Q(s , a)), (7)

1The identical relays are assumed to be deployed in the networks, where
their transmit powers are the same [3], [4].

PΠ
SCP = exp

⎡

⎢⎢⎣−λe
∫

R2

⎛

⎜⎜⎝1−
N+1∏

j=1

1

1 +
PTj

dα
Tj Ei

∑N+1
n=1

dα
TnRn
PTn

⎞

⎟⎟⎠dxEi

⎤

⎥⎥⎦ (4)

PΠ
SCP = exp

⎧
⎪⎨

⎪⎩
−λe

∫ 2π

0

∫ R

0

⎡

⎢⎣1−
N+1∏

j=1

1

1 +
(
r2 + r2j − 2rrj cos

(
θ − θj

))−α
2 ∑N+1

n=1 dαTnRn

⎤

⎥⎦rdrdθ

⎫
⎪⎬

⎪⎭
(5)
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where C (s , a) denotes the number of executed transmis-
sions from node s to node a , and Rn denotes the SCP of
the selected route. Hereby, the discount factor 1

C (s,a)
makes

Q(s , a) converge to the average of the rewards, which is help-
ful to improve the computational efficiency [13]. To make a
good tradeoff between environment exploration and experi-
ence exploitation, ε-soft greedy policy is adopted based on
Q(s , a) [13], and we have

Pr(ant = a) =

{
1− ε+ ε/|A|, a = A∗

t
ε/|A|, a �= A∗

t
, (8)

where |A| is the cardinality of set A, ε is a constant that
scales the probability distribution of actions and A∗

t denotes
the action maximizing the Q − values when the state is snt .

With the help of the ONMC-assisted routing, secure route
with maximal SCP could be obtained even in time-varying
ad-hoc networks. However, due to huge dimension of the
state-action pairs, the convergence of such on-policy method-
ology is time-consuming. To guarantee a satisfied performance
with fast convergence, the SRR is proposed firstly to facilitate
accurate and adaptive RL based secure routing.

B. Secure Relay Region

In this subsection, to accelerate the convergence of our
adopted ONMC-assisted routing, SRR is introduced to depict
the distribution of the relays forwarding the information
securely, which is defined as the geometry region where the
expectation of probability that the nodes to be selected exceeds
a threshold ε ∈ [0, 1), given by

R(ε)
srr �

{
(rr , θr ) : E(rr ,θr ) ≥ ε, ∀(rr , θr ) ∈ R

2
}
, (9)

where (rr , θr ) denotes the polar coordinate of relay, R
2

denotes the rectangle region of relay deployment with source
and destination locating at the diagonal points, and E(rr ,θr ) is
defined as

E(rr ,θr ) =

∞∑

n=3

Pr{M = n}Pr{(rr , θr ) ∈ S |M = n,PS
SCP ≥ η

}
,

(10)

where S is a route consisting of the location set of relays
and η is a threshold, namely the accepted SCP of the selected
route. Particularly, M is larger than 3 since at least one relay is
required to forward the information, owing to the lack of direct
link from source to destination. Without loss of generality,
the location of relays is assumed to follow a homogeneous
PPP distribution with intensity λr [11]. Therefore, the number
of relays falling within R

2 is subject to Poisson distribution
with mean λrA, where A is the area of R2 and each relay is
randomly and uniformly distributed over the R

2 [16].
To properly set an acceptable threshold of SCP in (10) when

the location and numbers of relays are uncertain, the upper
bound of SCP is provided as a guideline.

Proposition 1: The SCP for N relays multihop network is
upper bounded by

PSCP ≤ exp

[
−πλeΓ

(
1− 2

α

)
Γ
(
2
α + N + 1

)
D2

Γ(N + 1)(N + 1)
2(α−1)

α

]
, (11)

Fig. 1. Exact SCP and its upper bound versus numbers of relays (left
axis), and the probability of relays distribution (right axis), where α = 4,
R = 400m , λr = 2.5× 10−3, λe = 2.0× 10−5 and D = 50

√
2m .

Fig. 2. Secure relay region in a 50 × 50 m2 area, where λr = 2.5×10−3,
λe = 2.0× 10−5 and η = 0.77.

where D is the distance between source and destination, Γ(·)
is the gamma function, and the equality holds when these N
relays are uniformly distributed along the straight line.

Proof: Please refer to the Appendix.
Based on Proposition 1, the upper bound of SCP could be

obtained, as shown in Fig. 1, where α = 4, R = 400m,
λr = 2.5× 10−3, λe = 2.0× 10−5 and D = 50

√
2m . It can

be observed that the gap between the upper bound and the
exact SCP is small, indicating that the approximation could
be taken as a guide for η setting. In addition, the probability
of relays distribution is also illustrated in Fig. 1, which shows
that the probability that 12 relays locate in the network is as
small as 0.01, and can be ignored actually.

For the numerical analysis of SRR, η is set to be 0.77, which
is close to the upper bound when N = 1, and the maximum
N is set to be 12. The numerical result has been presented in
Fig. 2, which shows that the SRRs symmetrically distribute
around the straight line from source to destination and the
area of SRR decreases as the increase of ε. It can also be seen
that the expectation value relies on the location of relays, and
those nodes with higher E(rr ,θr ) locate closely to the diagonal.
Such observations could be used to guide the initialization of
our adopted ONMC-assisted secure routing methodology to
explore paths with relatively higher SCP.
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Algorithm 1 Proposed SRR-Based ONMC-Assisted Secure
Routing Algorithm

1: Set suboptimal SRR with γ = D
4 .

2: Initial Q(S,A) according to suboptimal SRR.
3: Set small ε > 0, generate a ε-soft policy π, C (S,A) = 0.
4: for episode n = 1, 2, . . . , I do
5: if n = 1 then
6: Generate a route randomly:

{
s10 , a

1
0 , ..., a

1
T−1, s

1
T

}
.

7: else
8: Generate a route according to policy π:{

sn0 , an0 , sn1 , an1 , ..., snT−1, a
n
T−1, s

n
T

}
.

9: end if
10: for each state-action pair (sn , an ) in episode n do
11: C (sn , an ) = C (sn , an ) + 1.
12: Update Q(sn , an ) via (7).
13: end for
14: A∗

t = argmaxa∈A Q
(
snt , a

)
.

15: π(a|sn ) =
{
1− ε+ ε/|A|, a = A∗

t
ε/|A|, a �= A∗

t
.

16: end for

C. Proposed SRR-Based ONMC-Assisted Secure Routing

Typically, the conventional initializations like all-zero and
all optimistic (all-opt) are widely used. However, all-zero
schemes may lead to large bias but converge fast, and all-
opt schemes may lead to slow convergence but high accuracy.
To address this issue, SRR-based initialization is introduced
whereby the values of those nodes in the SRR are initialized
to be optimistic while others are initialized to be zero.

Nevertheless, the exact SRR is not possible due to the limi-
tation of calculation ability in the source. As shown in Fig. 2,
a relay deployed closely to the diagonal tends to be selected
in the optimal route, which could be an intuitive guideline to
estimate the SRR. Afterwards, a modified suboptimal SRR is
proposed, which is a strap region that distributes symmetri-
cally around the diagonal with width 2γ, as the blue shadow
area depicted in Fig. 2.

According to [17], the computational complexity of ONMC-
assisted routing grows with the total number of the conver-
gence steps to the optimal policy. Let K be the number of
steps per episode, and Z be the number of the episodes. The
complexity of our proposed algorithm is O(KZ ). Specifically,
empirical works have suggested that the prior experience-
based initialization may reduce the useless random explo-
rations and the learning samples size, which could accelerate
the learning speed [18], [19]. Therefore, the SRR is introduced
into the initialization to improve the convergence rate. To take
full advantage of SRR, the value of γ needs to be properly
selected, where large γ may lead to all-opt scheme and small
γ may lead to all-zero scheme. When some but not all relays
are located in the selected SRR, the SRR-based initialization
could explore these relays frequently and reduce the useless
explorations, which guarantees the fast convergence of our
routing algorithm.

The detail of our proposed SRR-based ONMC-assisted
secure routing algorithm is summarized in Algorithm 1, where
γ = D

4 is set.

IV. SIMULATION RESULTS

In this section, numerical results are presented to illus-
trate the effectiveness of the proposed methodology. Similar

Fig. 3. (a) Average SCP over five different initial schemes (all-zero, all-opt
and suboptimal SRR with γ = 2m, 17.67m , and 35m). (b) Average SCP
over stable networks with M = 12 and time-varying networks that deploying
a new node in suboptimal SRR at the 1000-th episode.

Fig. 4. Proposed SRR-based ONMC-assisted secure routing algorithm in
time-varying networks (The green solid line depicts the selected route when
M = 12, the star represents the newly deployed relay and the red dashed line
represents the new selected route).

parameters as [3] are adopted, where M = 12 and legitimate
nodes are deployed in a 50 × 50 m2 square area, the source
and destination are located at (0, 0), (50

√
2, 0.25π) while the

eavesdroppers are randomly distributed in a disk region around
the source with R = 400m. The density of eavesdroppers is
λe = 2.0 × 10−5, the path loss exponent α = 4.0, ε = 0.1
and D = 50

√
2m .

To investigate the impact of state-action values of initializa-
tion on routing, Fig. 3(a) is presented to illustrate the average
SCP of five kinds of initial schemes. As the source and desti-
nation locate at the diagonal points of a 50 × 50 m2 square
area, we set γ = 2m, 17.67m and 35m , respectively. It can be
seen that our proposed SRR initialization with proper γ out-
performs two other traditional initial schemes, which achieves
a faster convergence and higher average SCP. For the subop-
timal SRR with a tiny γ = 2m , our proposed methodology
performs well since some relays are still deployed inside, as
shown in Fig. 4. Besides, a huge γ = 35m makes SRR cover
all relays, leading to the all-opt scheme. Furthermore, the sub-
optimal SRR with γ = 17.67m achieves a 0.02 higher average
SCP compared to the all-opt scheme and all-zero scheme [9].

To verify the adaptation of our proposed SRR-based secure
routing, the average SCPs over stable and time-varying
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networks are shown in Fig. 3(b). The newly deployed relay
in the SRR increases the amounts of paths, which results in
the drastic fluctuations and it is evident that our proposed
methodology could re-converge fast and obtain a new route
with increased SCP performance. Fig. 4 depicts the selected
routes in a time-varying network. It is illustrated that when a
new relay is deployed, the selected route changes correctly for
achieving better secure performance with the aid of SRR.

V. CONCLUSION

In this letter, an improved reinforcement learning for
multihop ad-hoc networks in the presence of homogeneous
PPP distributed eavesdroppers was proposed. Specifically,
SRR initialization was introduced into ONMC-assisted secure
routing methodology in order to accelerate the learning con-
vergence and provide the potential region of relay deploy-
ment. Simulation results validate that our proposed SRR-based
secure routing methodology could select the optimal path
maximizing secure connection probability in a time-varying
dynamic network, and converge faster in comparison to the
state-of-the-art methodologies.

APPENDIX

PROOF OF PROPOSITION 1

According to the approximation of SCP for colluding
eavesdroppers case in [3], we have

Pappro
SCP = exp

⎡

⎢⎣−K (N + 1)

(
N+1∑

i=1

dαTnRn

) 2
α

⎤

⎥⎦, (12)

where K (N+1) =
λeπΓ(1− 2

α
)Γ( 2

α
+N+1)

Γ(N+1)
. To obtain the upper

bound of SCP and the optimal location when N relays are
deployed, the SCP maximization problem can be expressed by

max
dn

exp

⎡

⎢⎣−K (N + 1)

(
N+1∑

i=1

dαn

) 2
α

⎤

⎥⎦

s.t. −
N+1∑

n=1

dn ≤ −D , −dn ≤ 0, ∀n ∈ [1,N + 1], (13)

where dn denotes dTnRn
for simplicity, and (13) is equiva-

lent to

min
dn

N+1∑

n=1

dαn . (14)

The objective function (14) is strictly convex, which is the
sum of convex power functions with exponent α ≥ 2. The
Lagrangian function is defined as

L(d, λ) =

N+1∑

n=1

dαn + λ0

(
D −

N+1∑

n=1

dn

)
−

N+1∑

n=1

λndn , (15)

where λn ≥ 0, 0 ≤ n ≤ N + 1 are the Lagrange
multipliers and d = (d1, d2, . . . , dN+1). The Karush-Kuhn-

Tucker conditions for the optimal solution of (14) are given by

∂L(d, λ)

∂dn
= 0,−dn ≤ 0,−λndn = 0 ∀n ∈ [1,N + 1], (16)

D −
N+1∑
n=1

dn ≤ 0, λ0

(
D −

N+1∑
n=1

dn

)
= 0, (17)

λn ≥ 0, ∀n ∈ [0,N + 1]. (18)

Combining (16), (17) and (18), we have dn = D
N+1 ,n ∈

[1,N + 1], and the minimum of the objective function is
Dα

(N+1)α−1 . The proof is completed.
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