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A Lightweight and Efficient Key Generation Scheme From OFDM
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Abstract—This letter presents a physical layer secret key
generation (PLSKG) protocol utilizing the amplitude of channel
frequency response (CFR) of Orthogonal Frequency Division
Multiplexing (OFDM) subcarriers. Firstly, least squares estima-
tion estimates the CFR. Next, a partition moving average (PMA)
algorithm encodes the CFR. PMA re-uses the CFR within a
partition by encoding at different overlap sizes, thus increasing
the key generation rate (KGR). Then, a 2-bit differential-based
quantization at every overlap for each partition is followed for
an improved KGR and randomness. Finally, a cyclic redundancy
check is performed to select strings with consistent results as
candidate key, eliminating streams from less correlated measure-
ments, thus ensuring a 0-bit mismatch. Simulation results have
verified that our scheme achieves random 0-bit disagreement keys
with a high average key length and reduced complexity compared
to the other existing lightweight schemes.

Index Terms—Physical
quantization.

layer security, key generation,

I. INTRODUCTION

HE FEASIBILITY of using OFDM subcarriers’ channel
Tresponses for key generation was studied in [1]. It
was further employed for lightweight key generation in [2].
PLSKG is based on three principles, namely channel reci-
procity, temporal variation, and spatial decorrelation [2], [3].
Channel reciprocity allows the nodes to obtain highly cor-
related channel measurements and generate identical keys.
Temporal variation of the signal induces randomness for the
extraction of cryptographic keys. Spatial decorrelation ensures
that an eavesdropper situates more than a few wavelengths
from either legitimate node can hardly get the observation of
a legitimate channel and thus can not guess the key.

A typical PLSKG protocol consists of four stages: 1) chan-
nel probing; 2) quantization; 3) information reconciliation;
and 4) privacy amplification [2], [3], [4]. In the channel
probing stage, nodes extract a physical property of the channel.
Through quantization, the nodes convert the channel measure-
ments into consistent binary sequences, i.e., initial keys. Key
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mismatch between nodes after the quantization is expected
due to the channel variation, hardware asymmetry, and noise.
Information reconciliation is thus employed to remove the
mismatch. Finally, privacy amplification is implemented to
eliminate the information leaked during the previous process.
The core stages that differentiate the implementation com-
plexity of PLSKG protocols are quantization and information
reconciliation.

Quantization may be absolute value-based, where mea-
surements are compared to thresholds for binary assignment,
or differential-based, which captures the relative change of
channel measurements. The latter is much more lightweight
for implementation [5]. Differential quantization was first
introduced in [6]. It has been implemented for lightweight
key generation in [2], [5], [7], [8]. In [2], channel measure-
ments are pre-processed with a moving average filter (MAF).
They develop a cascade information reconciliation with fewer
information interactions to lower implementation complexity.
In [5], the differential-based quantization (DBQ) algorithm
introduces a resolution parameter of the channel measurements
such that channel measurements having variation smaller than
the threshold are thus dropped for an improved key agreement
rate (KAR). They employ an error correcting code (ECC)
for a secure sketch information reconciliation, particularly the
BCH(15,3,5), which can correct up to 20% mismatch. In [7],
the quantization and information reconciliation is similar to [5]
but without a resolution parameter. Privacy amplification is
adopted in all works to remove information leakage through
a hash function. Finally, [8] includes a pre-processing of
channel measurements, moving average coding (MAC) algo-
rithm, before developing a fuzzy extractor during a 2-bit
DBQ scheme for a secure sketch information reconciliation.
Unlike existing PLSKG protocols, our proposed protocol only
contains channel probing and quantization stages. Authors
in [2] adopt a pre-process that decreases the number of
measurements for an increased KAR, which is at the cost of
KGR. Our proposed pre-process aims to keep the same number
of measurements and thus have a higher KGR. Likewise in [5],
the DBQ drops channel measurements, which decreases KGR,
and they quantize them to one bit per measurement. Our
proposed scheme is a 2-bit DBQ and inherits higher KGR
and KAR. The work in [8] uses quantization as a fuzzy
extractor for information reconciliation stage, it has increased
processing compared to our proposed scheme.

In this letter, we propose a lightweight PLSKG pro-
tocol. The proposed protocol eliminates the information
reconciliation cost by generating keys that match after the
quantization stage, and privacy amplification is not required,
making it more lightweight. The main contributions are
summarized as follows: 1) A novel partition moving average
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Alice

Fig. 1. Wireless communication model with eavesdropping.

(PMA) pre-processing algorithm is proposed to isolate highly
correlated regions of the channel measurements. 2) The pre-
processing algorithm allows the estimated CFR within a
partition to be re-used for key generation, thus increasing the
KGR. 3) a cyclic redundancy check (CRC) step is included
in the quantization, which has a two-fold advantage. Firstly, it
ensures 0-bit disagreement keys by selecting bit streams from
highly correlated partitions. Secondly, if the CRC calculated
by Alice and Bob are inconsistent, then different parameters
are selected for the PMA to re-quantize, and nodes do not
return to the first stage of channel probing, as is the case with
schemes of [2], [5], [7].

The rest of this letter is organized as follows. Section II
describes the system model. We introduce the proposed
PLSKG protocol in Section III, discuss the performance in
Section IV, and conclude in Section V.

II. SYSTEM MODEL
A. Eavesdropping Model

We consider a time-division duplexing (TDD)-based OFDM
wireless communication system over multipath fading chan-
nels. As shown in the wireless eavesdropping model Fig. 1,
Alice (A) and Bob (B) are legitimate nodes which communi-
cate with each other in the presence of a passive eavesdropper,
Eve (E). Eve is assumed to obey the following assumptions
common to most key generation schemes based on physical
layer methods [2], [9]. Eve remains passive to avoid exposure
to the legitimate nodes. She locates a few wavelengths away
from Alice or Bob to avoid being noticeable, thus ensuring the
spatial decorrelation requirement of PLSKG. Eve can measure
the channel of the Alice-Eve and Bob-Eve links.

B. Channel Representation

Assuming a tapped-delay-line (TDL) model, the complex
low-pass equivalent channel impulse response characterized by
delay, 7, and with P delayed multipaths, i (7, ¢) can be written
as

P
h(r,t) = th(rp,t)é(T—Tp) (1
p=1

where ¢(.) denotes the Dirac delta function, and h, and 7,
are the attenuation coefficient and delay of the p-th path at
time ¢, respectively. The CFR, H(fy,t), of the k-th (k €
{0,1,..., K—1} with K being the total number of subcarriers)
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subcarrier with frequency f; is obtained by applying IFFT
operation to h(T,t)

P
H(f,t) = th(rp,t) eXp(ijWfkTp). 2)
p=1

The frequency-domain representation of the received signal
can be given by

Y (fi, t) = H(fy, )X (fx) + Z(fg, 1) 3)

where X(f},) is the pilot signal and Z(f;, ¢) is additive white
Gaussian noise (AWGN) of a zero mean normal distribution

of variance o2. We get the least square estimation of CFR
as [2], [9]

Y(fk7 t)

where
e t) = )

is the channel estimation error. Details of the modulation
scheme may be referenced in [1], they have been omitted from
this letter for brevity.

C. Channel Estimation

Generally, Alice is the initiator of channel probing. Let
Alice send the pilot signal to Bob at time t,, and within the
coherence time of the channel, 7., Bob responds to Alice at
time t;. From (4), their CFR estimates can be obtained as

Ho(fi ta) = Hlfis ta) + Z(fi ta) (©)
Hy (fieo ty) = H(f, ty) + Z(fr, ) (7)

Z(f, ta) and Z(fj, t;) are independent and identically dis-
tributed (i.i.d) Gaussian variables.

III. KEY GENERATION PROTOCOL

Our protocol only has channel probing and quantization
stages. The quantization includes a pre-processing step, a 2-bit
DBQ and a CRC checksum step. This section details each
stage separately and concludes with a security analysis.

A. Channel Probing

Channel probing is done to estimate the OFDM subcarriers’
CFR amplitude, as explained in Section II. The interval
between the signals sent by Alice and Bob, At, is less than
T, ie., At < i, where f; is the Doppler spread of the
channel.

B. Quantization

1) PMA algorithm: Before quantization, a pre-processing
step is added to isolate highly correlated regions of
the measured CFR estimates. Alice and Bob perform
the same operation. We take Alice as an example
for illustration. The estimated CFR, Ho(fy,ta) =
[Ha(anta)aHa(flata)a---aHa(fK—lata)]T’ are  divided
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sequentially to / equal partitions. Let HZ[i] be a vertical
concatenation of Hg (fi, tq)[¢], given by
o (f. ta)ld]
o [Halfk, ta)[d]

I:Ia(fk:»ta)[fI] 2(w—v+1)x1

where i = 1,2,...,2(w—v+1),¢=1,2,..., 1L I:Ig[z] is the
i-th estimate of the g-th partition and z is the total number of
estimated CFR within a partition.
The PMA pre-processing can be described as
(m—1)(w—v)+w Fqr.
Zi:(mfl)(wfv)Jrl H [i]

HYY[m] =
w

m=1,2,3,....,M (9)

where H?'"[m] is the m-th measurement of the g-th partition
and overlap v after PMA, w and v are the window and overlap
sizes of the cyclic moving average, respectively. M is the
length of the PMA output, M = z, PMA does not decrease the
number of measurements available for quantization. Eq. (9)
describes a cyclic overlapping sliding window operation where
w and v are bounded. The window size must be less than
z, the overlap size must be greater than half the window
size to allow cycling the partition to obtain distinct groups
of the same number as the partition size, i.e., w < z and
% < v < w [8]. For a selected w, the PMA operation
is performed for several values of v = {wvy,va,...,vp},
where n = |v|, | - | denotes the cardinality, thus allowing
the same data to be re-used for key generation. The PMA
output [HZ"[1],HL"[2],..., HL"[M]]T may be represented
by matrix A € R**! as

1
A= 3 X IL,CW
where the circulant matrix C € R**# is a Toeplitz matrix

having the form,

(10)

Ha(fo, ta)la]  Ha(fi, ta)ld] Ha(fo-1,ta)ld]
ﬁa(fthta)[(ﬂ ﬂa(fmta)[q] Itla(fzf%ta)[q}
C= : . . . (11)
Ha(fi,ta)lg]  Ha(fo, ta)ld] Ha (fo, ta)[q]

I,?*# is the matrix whose rows are selected from the
identity matrix, I2*%, as described in Algorithm 1. )\ is the
window size w, while WZ*1 is the block matrix of the form

1'u)><1
W= |:0(zw)><1:| (12)
Observed in Fig. 2, the 3rd partition is the most uncorrelated
while the 2" has the most correlated measurements. Keys
generated from the ond partition will have higher KAR
compared to those generated from the 37. It would be
beneficial to avoid the 3" partition.
2) 2-bit DBQ: The differential-based quantization method
is adopted. HZ""[m] is quantized according to the following
rule,

o _ [ 1 H ] > FE (1],
m 0, otherwise.
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Algorithm 1 I, Matrix Assignment

Require: w, v, z % window, overlap and partition sizes
Ensure: Ip interchanges rows of C according to PMA parameters
1: Cycle the rows of identity matrix I to assign rows to Ip
2: for j=1:z do
3 Ip(U,) <« Il+(G—-1)(z+v—w),:)
4: end for

Correlation coefficient

—%— Raw

=+=E¥-=+ PMA without partition
1st partition PMA

or gt 2nd partition PMA

3rd partiion PMA

- 4th partition PMA

0 5 10 15 20 25 30
SNR (dB)

Fig. 2. Correlation comparison of Alice and Bob with [ = 4.

oo _ [ LA HE [m] > HE[m - 2],
m+l 0, otherwise.

KLY and Kgl’j_l (m € {1,2,...,2z}) are the two quantized
bits of HZ"[m] at partition ¢ for overlap size v. The current
measurement is compared to two previous measurements. For
m =1, itis compared withm = zand m = z — 1, and for m = 2
compared with m = 1 and m = z. Each HY'"[m] generates two
bits. The number of generated streams, N, is given by [/ X n.
We have N streams to select from to generate the candidate
key. CRC selection is performed for key generation.

3) CRC selection: Assuming that the output streams
of the 2-bit DBQ for Alice or Bob is Bp =
{Br[1],BF[2],...,Bp[N]}, F € {A4,B}, Algorithm 2
describes the CRC selection. Alice sends the CRC check sum
to Bob who compares with his own one. Bob selects streams
with consistent check results to generate the candidate key,
Kp. Bob sends the corresponding codeword to Alice which
is the vector CV*1 € {0,1}* notifying Alice of the streams
that form the candidate key, Alice generates K 4. The selected
bit stream is represented by a 1 in C, and O otherwise.

C. Security Analysis

In the channel probing stage, Eve can estimate the Alice-
Eve and Bob-Eve links by observing the channel-probing
frames sent by Alice or Bob. However, Eve is more than
a half-wavelength away from Alice or Bob and fulfils the
spatial decorrelation principle of PLSKG. Her estimates will
be different from Alice and Bob’s. Experimental studies
in [10] for IoT prove the spatial decorrelation principle. If
Eve eavesdrops on the codeword, she does not have the
streams generated by Alice. Therefore, she cannot generate
the candidate key.
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Algorithm 2 Quantization CRC Step

Require: B 4, Bp % bit streams after 2-bit DBQ of Alice and Bob
Ensure: K4 = Kp % Candidate key

1: Alice and Bob perform CRC
2: for F € {4, B} do

3 71

4:  while ( < N) do

5. CRC(Bp[j))
6
7
8

j+—j+1
end while
: end for
9: Alice sends CRC(B 4) to Bob
10: Bob checks, selects candidate key and updates codeword C
11: n+0
12: for p=1:N do
13:  for g=1:N do

14: if CRC(B 4[p])=CRC(Bp]q]) then

15: Kp[l + (n x lengthBglq]) : lengthBglq] + (n X
lengthBg[q])] + Bp[q| (generate Kp)

16: Clp] 1

17: n<n+1

18: else

19: C[p] <0

20: end if

21:  end for

22: end for

23: if C = zero matrix then

24:  Quantization has failed. Re-do with new PMA parameters
25: end if

26: Bob sends C to Alice, Alice generates key

27: n <0

28: for p=1:N do

29:  if C[p]=1 then

30: K[l + (n x lengthBy4lp]) : lengthBylp] + (n X
lengthB 4[p])] <~ B 4[p] (generate K 4)
31: n<n+1
32:  end if
33: end for
TABLE I

PARAMETER SETTINGS

Parameter Value
Number of FFT point 64
Number of data subcarriers 52
Baseband sampling frequency 20MHz
Channel spacing 20MHz
Doppler spread 6Hz
Root mean square delay spread 50ns
Channel probing rate 10s~1
Total running time 200s

IV. PERFORMANCE EVALUATION

We implement a time-variant multipath channel model and
an IEEE 802.11 OFDM transceiver to test the performance of
the proposed protocol [1], [2]. The simulation parameters are
detailed in Table I. Alice first sends a probing frame, At =
0.1ms. Each completes 2000 rounds of channel measurement.
In each round, an estimated CFR with 52 subcarriers is
obtained. For the convenience of data processing, key gen-
eration operation is done for every four channel estimates
completed, i.e., an estimated CFR with 208 samples is col-
lected. We compare our scheme with the proposed schemes
in [2], [5], [8]. Reference [7] is very similar to [5]. We adopt
the following metrics for performance evaluation.
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—— MAF-BDQ [2] |
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MAF-BDQ [2]
DBQ(5]

- MAC-BDQ (8] |

ivAé

Fig. 3. AKL and KDR results.

1) Key disagreement rate (KDR): KDR indicates the key
mismatch between Alice and Bob, defined as [3], given
by

o SilKali) = Kp (i)

Iy
where [, denotes the key length, K4 (i) and Kpg(i)
denotes the i-th key bit of Alice and Bob, respectively.

2) Randomness: Randomness of key by p-value tests with
the National Institute of Standards and Technology
(NIST) test suit as described in [11]. A p-value > 0.01
renders the sequence random.

3) Average key length (AKL): AKL is defined as the
average key length generated from one OFDM symbol.
Since the channel measurements of four OFDM symbols
are collected to generate an initial key, AKL can be
expressed as [2]

; 13)

SN Li(1 — KDR;)
4N ’
where N is the number of generated initial keys, and L;
and KDR; are the length and KDR of the ith pair of
generated initial key, respectively.

4) Implementation Complexity: Analyzed from two
aspects: 1) computational complexity according to
mathematical operations and 2) resource consumption
according to communication overhead of quantization
and information reconciliation stages [2].

For our protocol, we make four partitions, i.e., [ = 4,
qg = {1, 2,3, 4}. We select the window w = 51 with overlaps
v = {26, 34, 42, 50}. We choose four streams to generate the
key at most. As for the MAF-BDQ scheme of [2], we select a
window of 24 and step 8 as this reports the best performance
in terms of KDR and AKL. While for the DBQ scheme of [5],
the tuning parameter € = 0.1 X standard deviation. For MAC-
BDQ [8], we set w = 206 and v = {110, 130, 160, 180}.

Fig. 3 shows the ability of our quantization scheme to
produce 0-bit mismatched keys with the highest KGR observed
from the AKL. It is slightly lower than that of MAC-BDQ [8]
at lower SNR because a few streams match. Without PMA,
our scheme will be the same as MAC-BDQ. The excellent
performance of our scheme in terms of KDR is explained by
Fig. 4. PMA can discriminate partitions of low correlation for
key generation. No stream is selected from the 3" partition at

AKL =

(14)
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Fig. 4. Comparison of performance with PMA parameters w = {49, 50, 51}, v = {26, 29, 32, 35, 38, 41, 44, 47, 48} and q ={1, 2, 3, 4} at (a)SNR 20dB

(b)SNR 30dB.

TABLE II
NIST RANDOMNESS TEST RESULTS

Test p-value
Frequency 0.2024
Block Frequency 0.1958

Cummulative sums forward, reverse 0.4045, 0.2113

Serial 0.7316, 0.8499
Non-overlapping 0.5174, 0.0224, 0.5394, 0.0486
Runs 0.0370

Longest runs of ones 0.7251

Rank 0.0852
Approximate Entropy 0.8525

Discrete Fourier Transform 0.5164

TABLE III
IMPLEMENTATION COMPLEXITY

analysis, the proposed key protocol is more lightweight. It is
important to note that increasing overlaps will slightly change
computational load.

V. CONCLUSION

This letter proposes a lightweight novel PLSKG protocol
that has only two stages. Moreover, the quantization of OFDM
subcarriers’ channel responses includes a pre-processing that
detects regions of the estimated CFR with higher channel
reciprocity for a 0-bit mismatch key generation. The results
show that our protocol can achieve reliable and efficient key
generation with lower implementation complexity.
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—
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=
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